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Evolution of Cyberterrorism: Challenges and
Solutions

Siber Terdrizmin Evrimi: Tehditler ve Coziim Onerileri

ABSTRACT

Cyberterrorism is an important international relations issue as it poses formidable challenges
to international security due to its unanimity and easier reach to broad masses. Fighting
cyberterrorism necessitates understanding what kinds of actors resort to it, what motivates
them, what are their intentions and targets, what kind of means they employ, and what kind
of effects their actions cause. This study aims to address the actors, targets, motives,
intentions, means, and effects of cyberterrorism and how they have evolved to contribute
to providing effective counter-measures and safeguards. To this end, after the introduction,
the study first provides a conceptual framework to assess the evolution of cyberterrorism by
focusing on its key attributes. Second, it explores the evolution of actors in cyberterrorism.
Third, the study focuses on the evolution of motives and intentions in cyberterrorism.
Fourth, it examines the evolution of targets, means, and effects in cyberterrorism. The
conclusion highlights the transnational nature of cyberterrorism, calls for reciprocating to it
in kind and offers solutions.

Keywords: Cyberterrorism, Actors, Motives, Intentions, Targets, Methods, Effects,
International Security

(04

Siber terdrizm 6nemli bir uluslararasi iliskiler meselesidir. Teknolojinin teroristlerin kolay
bir sekilde ¢ok genis kitlelere ulagmalarini saglamasi ve terdristlere kimliklerini saklama
imkani sunmasi nedeniyle siber terérizm, dnemli ve bas edilmesi glic bir uluslararasi
glvenlik tehdidi haline gelmistir. Siber terorizmle etkili sekilde miicadele edebilmek icin
hangi tir aktorlerin buna basvurdugunu, onlari neyin motive ettigini, niyetlerinin ve
hedeflerinin ne oldugunu, hangi araglari kullandiklarini ve eylemlerinin ne tir etkiler
yarattigini kavramak gerekmektedir. Bu calisma, siber terérizmin aktorlerini, hedeflerini,
gudulerini, niyetlerini, araglarini ve etkilerini ele almakta ve bunlarin etkili karsi 6nlemler
ve givenlik 6nlemleri saglamak icin nasil evrildigini gostermeyi amaclamaktadir. Bu
amacla, giris boliminden sonra, calisma ilk olarak siber terérizmin evrimini
degerlendirmek icin temel 6zelliklerine odaklanan kavramsal bir cerceve sunmaktadir.
ikinci olarak, siber terérizmdeki aktérlerin evrimini degerlendirmektedir. Uctinci olarak,
calisma siber terérizmin giduleri ve niyetlerinin evrimine odaklanmaktadir. Dordinci
olarak, siber terorizmin hedeflerinin, araglarinin ve etkilerinin evrimini incelemektedir.
Sonug boliminde, siber terérizmin ulus 6tesi dogasina dikkat cekilmekte, bu tehdide
dogasina uygun olarak cevap verilmesi gerektiginin alti cizilmekte ve oOnerilerde
bulunulmaktadir.

Anahtar Kelimeler: Siber Terorizm, Aktorler, Gaduler, Niyetler, Hedefler, Metotlar, Etkiler,
Uluslararasi Guvenlik
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Introduction

The Internet has dramatically transformed communication since its inception in the late 1980s. Technology has
enabled communication with comparatively low entrance barriers and a global scope. Thanks to the Internet, people can
easily and swiftly connect with an almost unlimited audience across boundaries while maintaining their anonymity to an
important extent.

While technology's positive impact on communication is evident, the picture regarding security is more or less blurred.
Technology both improved and undermined security. In the positive sense, technology provided new and improved means
to detect, mitigate, block, and deter security threats. In the negative sense, new and more sophisticated kinds of security
threats that abuse the conducive conditions enabled by technology emerged.

Cyberterrorism clearly illustrates the new and sophisticated threats that technology has been introducing. It is known as the
illicit use of the Internet, information channels, and social media to carry out terrorist acts or further terrorist objectives.
These acts can take many forms, including distributing false information, stealing or altering data, or interfering with vital
infrastructure to cause disruption and harm (Iftikhar, 2024). The unprecedented pace of technological advances has led to
the emergence of cyberspace as a new field for criminal activities, including cyberterrorism, which presents a new mode of
terrorism. It has become a significant problem due to its negative impact on security at the individual, national, and global
levels.

As cyberterrorism undermines international security and international cooperation is essential for fighting it, it has grown in
importance in international relations. One needs to have a clear grasp of this new kind of terrorism to have a comprehensive
command of the international security environment. While terrorists increasingly find it instrumental in terrorizing the
masses, both states and international organizations incorporate the efforts to rein in cyberterrorism in their security agendas.
The motivations behind this new face of terrorism are as evil as before, and the means that cyberterrorism uses are
unfamiliar. Combining technology with terrorism renders cyberterrorism more complicated compared to the traditional
forms of terrorism. Besides providing unanimity, technology enables a cheaper, easier, faster, and broader reach for cyber-
attacks.

To make matters worse, rapid technological developments increasingly empower and complicate cyberterrorism. Since cyber
threats have become more complicated and wide-ranging, the field of international relations must adapt to address these
challenges effectively. Understanding the evolution of cyberterrorism is at the core of gaining such an understanding. It offers
insights into the transforming attributes of cyber threats, informs policy formulation, and supports international cooperation.
Therefore, policymakers, security staff, and academics must pay close and constant attention to this significant evolution to
effectively fight against cyberterrorism and counteract future threats. International relations scholars and practitioners
increasingly need to analyze the geopolitical implications of cyber threats, assess the effectiveness of international norms
and agreements, and shed light on the dynamics of cyber diplomacy. By integrating cybersecurity into the study of
international relations, academics can provide valuable insights into managing the complex landscape of cyberspace and
overcoming problems.

In light of the discussion above, this study addresses the evolution of cyberterrorism. As the methodology, it employs content
analysis to examine secondary resources on the evolution of cyberterrorism.  The study analyzes secondary resources,
including news, newspaper articles, academic articles, reports, and case studies, to identify key themes and trends in the
evolution of cyberterrorism. While it generally utilizes qualitative analysis to draw meaningful insights from the data,
guantitative analysis is also used to measure the severity and impact of cyberterrorism incidents over time. This eclectic
approach ensures a comprehensive and thorough understanding of the evolution of cyberterrorism. The study aims to shed
light on the evolution of cyberterrorism to guide the efforts to counteract it. To this end, after the introduction, the study
first provides a conceptual framework to assess the evolution of cyberterrorism by focusing on its key attributes. Second, it
explores the evolution of actors in cyberterrorism. Third, the study focuses on the evolution of motives and intentions in
cyberterrorism. Fourth, it examines the evolution of targets, means, and effects in cyberterrorism. The conclusion highlights
the transnational nature of cyberterrorism and calls for reacting to it in kind by going beyond the traditional approach to
security.
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Conceptualizing Cyberterrorism

The concept of cyberterrorism was introduced in the 1980s by Barry Collin, who drew attention to how this kind of terrorism
converges the real and virtual worlds (Tafoya, 2011, p. 2). In his seminal study, Collin gives examples of impending
cyberterrorist activity to explain this evil convergence. As he argues, cyberterrorists can remotely modify pharmaceutical
formulations or deploy numerous digital explosives throughout a metropolis to cause fatalities. They can also remotely
interfere with banks, international financial transactions, and stock exchanges. The primary goal is to cause the public to lose
trust in the nation's economic structure. The cyber terrorists may remotely alter the pressure in the gas lines to cause valve
failures or explosions. By remotely attacking the aircraft's in-cockpit sensors, the terrorists can cause airplane accidents.
Trains can also be targets of similar cyber terrorist activity to kill and injure people (Collin, n.d.). As the examination of the
following sections reveals, nowadays, cyber terrorism seems to realize almost all the potential examples Collin offered.

At Collin's time of writing, social media did not exist. However, today, terrorists also rely on social media platforms to
propagate and wage psychological warfare by inciting public fear, panic, and disinformation (Vili¢, 2017, p. 7). For instance,
as discussed in more detail below, ISIS has relied on platforms like Twitter and Telegram to appeal to a global audience,
instigate lone-wolf attacks, and spread propaganda. The ability to disseminate content directly over the Internet reduces the
need for more conventional communication channels, such as news services, which may independently assess the
authenticity of the information delivered or get rid of or edit any excessively provocative item (United Nations Office on
Drugs and Crime, 2012).

It was in the mid-1990s that the national governments started to pay systematic attention to cyberterrorism. The report
titled "Cybercrime, Cyberterrorism, and Cyberwarfare: Averting an Electronic Waterloo" was the first scholarly focus on the
issue. It was released in 1998 by the Center for Strategic and International Studies Global Organized Crime Project. The report
defined cyberterrorism as a category of information warfare. Since then, cyberterrorism has been seen as an element of
offensive information warfare that directly correlates with traditional, physical, non-technology-based classical political
terrorism. To put it another way, cyberterrorism has connections to conventional terrorism, but it is a novel approach that
utilizes new resources and takes advantage of new vulnerabilities (Conway, 2007, p. 1).

Although there is not a single, generally accepted definition of cyberterrorism, almost all definitions focus on some common
elements, including hacking or stealing data, organizing terrorist assaults, inciting violence, and attacks on computer
networks and information systems. One critical element that needs to be emphasized is the politically driven use of
computers as weapons or as targets by covert actors to cause violence, terrorize the public, or compel a government to
reconsider its policies, as Wilson notes (2005, pp. 5-7).

While these elements clarify the concept to some extent, there is still the need for a systematic conceptualization of
cyberterrorism. The literature review indicates that two studies offer such a conceptualization by focusing on critical features
of cyberterrorism. These studies are Al Mazari et al. (2018) and Plotnek and Slay (2021). The conceptualization of Al Mazari
et al. (2018) focuses on five key components: target (military forces, government cyber and physical infrastructures, critical
national infrastructures, social and national identity, and private industry or entities), motive (economic, social, cultural,
religious, political, ideological), intention (gain political, social, military or ideological advantages), means (computer and
communication technologies and networks), and effect (violence, destruction and disruption of services, physical,
operational and informational damages, and harm individuals and groups). Plotnek and Slay (2021) add the actor as another
component to the five-dimensional taxonomy of Al Mazari et al. (2018). Thus, Plotnek and Slay (2021) define cyberterrorism
by focusing on actors, motives, intentions, targets, means, and effects.

Following Plotnek and Slay (2021), this study defines cyberterrorism as a deliberate attack or the threat of such an attack by
non-state actors to utilize cyberspace to cause physical, emotional, political, economic, ecological, or other harm.
Cybercriminals seek to instill fear or intimidate government or nongovernmental organizations into acting in ways that
further their social, economic, or ideological goals. Although cyberterrorism and cyberwarfare use similar strategies, it is
necessary to distinguish between them. While non-state actors are responsible for cyberterrorism, states' military forces
conduct cyber warfare within the framework of a declared conflict (Denning, 2000). There are cases in which state actors
support cyber-terrorist non-state actors. As long as the main instigators are non-state actors, this study will regard these
cases as cyberterrorism.

In light of this conceptualization, the study explores the evolution of cyberterrorism in the following sections by meticulously
examining actors, motives, intentions, targets, means, and effects.
Journal of International Relations Studies / 2024 4(2): 64-73 / DOI: 10.62425/jirs.1589559
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The Evolution of Actors in Cyberterrorism

The section examines how the actors of cyberterrorism evolved in parallel to technological developments and changing
geopolitical circumstances.

Individual hackers and small groups with limited abilities and financial means proved to be the main actors in the initial stages
of cyberterrorism. The first cyberterrorists generally acted independently and were driven by personal resentments or
ideology. The actors in the following three examples of cyberterrorism meet these criteria. First, a computer
hacker connected to the White Supremacist Movement attacked an internet service provider (ISP) in Massachusetts in 1996.
The attack heavily damaged the ISP and a portion of its record-keeping system. The ISP had tried to prevent the hacker from
using its identity to distribute racist remarks throughout the world. Before signing off, the hacker stated that the world has
yet to understand cyberterrorism's real nature. Second, for two weeks in 1998, ethnic Tamil insurgents bombarded Sri
Lankan embassies with 800 e-mails every day to disrupt the embassies’ communications. Third, individual hacktivists
opposing the NATO bombardment launched denial-of-service attacks and e-mail bombs against NATO computers during the
1999 Kosovo war. Some Eastern European nationals also sent political and virus-laden e-mails to corporations, government
agencies, and academic institutions. Defacements of websites were also frequent (Denning, 2000).

Hacktivists, people or organizations that employ hacking to further their social or political goals, became prominent
cyberterrorism actors as technology developed. These groups generally possessed more advanced equipment and more
substantial financial resources. GlobalHell is recognized as one of the first hacker groups to become well-known for website
attacks and defacements. The gang stole financial and personal data and caused a $2.5 million loss. Ameritech, the U.S. Army,
the U.S. Postal Service, and the White House were all compromised by GlobalHell (Cyber Policy, n.d.). Another group that
falls under this scope is Anonymous, which became well-known for its cyberattacks on targets that are thought to be hostile
to Internet freedom (Coleman, 2014). Their attacks on the Central Intelligence Agency, the Sun newspaper, the Church of
Scientology, and numerous other big corporations led to a worldwide police crackdown. Following Anonymous' lead, LulzSec
caused havoc on the Internet during the Wikileaks scandal in 2011. After the American Public Broadcasting Service aired a
critical program about Julian Assange, LulzSec penetrated its website and posted fake news on its homepage. Their illegal
actions included hacking the Central Intelligence Agency's (CIA) website and Sony's database to release more than a million
user names and passwords (Cadwalladr, 2012). The group was also involved in Operation Anti-security in 2012 by mobilizing
its supporters to hack and leak banking and governmental data. Although LulzSec was presented to the public as a
"revolution" aimed at exposing bribery and fraud, in reality, the group's attacks resulted in financial losses and personal
repercussions for the victims (Gregory, 2022). As Olson (2012) argued, their acts created much disturbance and amounted
to cyberterrorism.

Terrorist organizations soon adopted cyberterrorism as a tool to achieve their goals. They used the Internet for propaganda,
financing, training, planning, communication, and execution (United Nations Office on Drugs and Crime, 2012). Daesh’s or
Islamic State of Iraq and ash-Sham’s (ISIS) use of social media platforms, especially Twitter, to recruit supporters and
disseminate its ideology is one of the best examples of terrorists' abuse of cyberspace. Utilizing its practical cyber abilities,
ISIS has managed to inspire lone-wolf attacks and appeal to a worldwide audience (Berger & Morgan, 2015). The capacity to
disseminate content directly over the Internet reduces the need for more conventional communication channels, such as
news services, which may independently assess the authenticity of the information offered or remove or censor any
excessively provocative content (United Nations Office on Drugs and Crime, 2012). Terrorist organizations also made use of
digital means to finance their activities. For instance, Al-Qaeda received cryptocurrency donations from people worldwide,
illustrating how the digital age benefited terrorist groups (U.S. Department of Justice, 2020). Terrorist groups often use the
Internet for training purposes. The Internet is instrumental in disseminating online audio and video content, online manuals,
and information and guidance in different languages. This includes instructions on using weapons and producing explosives
(Ogiin et al., 2021).

While ISIS expanded its cyber-terrorist activities significantly to the extent that terrorists came to call themselves the Islamic
State Electronic Army (Greenberg, 2016), The Global Coalition Against Daesh was involved in an active counter-campaign.
The Coalition has sought to impede Daesh's online operations. It aims to challenge the information environment in which
Daesh functions and make sure that the group's defeat in cyberspace accompanies its loss of controlled territory. As a result
of the Coalition's efforts, Daesh produced 85% less propaganda in October 2017 than it did in August 2015. Additionally, the
Coalition is collaborating with the IT sector to curb the internet dissemination of Daesh propaganda. It backs the industry-led
Global Internet Forum to Counter Terrorism, which seeks to exchange knowledge on eliminating extremist and terrorist
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information from online platforms. In order to increase the scope and influence of the global community's initiatives, the
Coalition's Communications Working Group coordinates the communication efforts of Coalition members, boosts
international cooperation to weaken Daesh propaganda, and strengthens the resilience of susceptible masses (Global
Coalition, 2017). As ISIS has raised money through a variety of internet channels, including bitcoin exchanges, crowdfunding
websites, and social media, the Coalition has acted to locate and close these sources of funding. The Coalition has been able
to trace and block accounts linked to ISIS fundraising operations by cooperating with financial institutions and social media
businesses. The U.S. Department of Justice has filed lawsuits against people and organizations that supplied cryptocurrency
to ISIS (Global Coalition, 2019).

The UN has established counter-terrorism mechanisms for research, capacity building, and coordination. It
provides guidelines for member countries to anticipate and combat cyberterrorism (Schindler, 2020).

The Evolution of Motives and Intentions in Cyberterrorism

This section questions whether the motives and intentions of cyberterrorism have evolved since the first cyberterrorist
attacks. As motives and intentions are connected, the section examines them together.

To start with motives, a preplanned cyberattack has to be motivated by ideological, political, religious, racial, social, and
economic drivers to be considered an act of cyberterrorism. While ideological and political motives are considered to be the
main drivers from the start, economic motives have recently come to be regarded as relevant (Plotnek & Slay, 2021).

The examination of cyber terrorist attacks so far reveals such an evolution. Ideological, political, and racial reasons have
motivated cyber terrorists from the start. As discussed above, racism was the primary motivation behind the attack against
the ISP in Massachusetts in 1996. Similarly, in cyberterrorist attacks against the Estonian government in 2007, the motivating
reasons were political, and these reasons effectively illustrated why cyberterrorism is a critical issue in international relations
and security. The attacks took place against the backdrop of long-term tension between Estonians and the Russian minority
of the country. Hundreds of thousands of ethnic Russians were sent to Estonia by the Kremlin after the Soviet Union annexed
the Baltic States in 1940. This large-scale immigration aimed at Russifying and controlling Estonia. After the fall of the Union
of Soviet Socialist Republics (USSR), the Estonian government implemented policies to lessen Russian leverage on the
country. These included the relocation of a monument honoring the Soviet Union's liberation of the nation from the Nazis to
a less noticeable spot in Tallinn in April 2007. This relocation led to rioting among the Russian minority and parallel
cyberterrorist attacks targeting Estonia's vital political and economic structure (Herzog, 2011). The servers of state
institutions, political parties, and major newspapers came under denial-of-service attacks between 25 April and 4 May 2007.
Media could not convey the news; government workers could not e-mail one another; and machines for cash and online
banking services were intermittently unavailable. While some members of the Estonian government demanded invoking
Article 5 of the North Atlantic Treaty Organization during the cyberattack, which stipulates that an attack on one ally nation
requires the alliance to fight the aggressor in unity, this demand was not met as there was no loss of life (McGuinness, 2017).

Even though Dmitri Galushkevich, an Estonian student of Russian descent, was found guilty of the attack, its scope suggested
that other individuals were probably involved in it. The incident caused the citizens, business people, and investors to lose
confidence in the Estonian state. However, in the medium and long term, the defense capacity of Estonia, as well as the other
Baltic states and NATO, improved. Formulating a national cyber security strategy by the Estonian Ministry of Defense and
establishing the NATO Co-operative Cyber Defense Centre of Excellence in Tallinn, Estonia's capital, in 2008 are essential
steps in this respect (Aday et al., 2019). Despite being one of the smallest NATO members, Estonia is among the world's most
highly wired nations. From banking to schooling, media access, and casting ballots in municipal elections, practically
everything is carried out online. Due to this reliance, Estonian society is highly susceptible to cyberattacks that might block
its daily operations. Since the 2007 attacks were not very sophisticated and Estonia is a small country, its cyber professionals
were able to install countermeasures quickly. As a result, the country's IT infrastructure was not severely damaged. Still, the
strikes served as a real wake-up call for NATO, providing a real-world example of how cyberattacks may devastate a country
that depends on IT networks so heavily. Such a scenario poses a new challenge to NATO member nations and the reliability
and effective operation of the information networks that are essential to the Organization's primary missions of crisis
management and collective defense (Joubert, 2012).

The cyber-attack against the Colonial Pipeline in 2021 exemplifies the evolution of cyberterrorism motives to include
economic drivers. This was a ransomware attack, and DarkSide received a Bitcoin payment of $5 million to end the disruption
of gasoline supplies to the East Coast of the United States. The attack caused panic, and people rushed to buy gas (Eliacik,
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2022).

Before closing this section, it is necessary to examine the evolution of a related attribute of cyberterrorism: intentions. The
conceptual framework of Plotnek and Slay (2021) envisages that cyberterrorism intends to gain political, social, military, or
ideological advantages. The examination of the cases of cyberterrorism from the start reveals that there is no crucial
evolution of intents. The intention of gaining political, ideological, and social advantages is usually evident. As discussed
above, gaining political advantages over the Estonian government was the main intention of the 2007 cyber-attacks against
Estonia. In this case and other cases of cyberterrorism, the intention to create chaos and undermine society’s confidence in
the state has political connotations. The 2017 WannaCry ransomware attack also had political and social intentions, in the
sense that it attempted to weaken society's trust in the UK's National Health Service (NHS) (Greenberg, 2018). The intention
to gain military advantage is more difficult to identify than other intentions. Still, ISIS’s use of social media to recruit people
is an example of terrorist attempts to gain military advantage (Schindler, 2020).

The Evolution of Targets, Means and Effects in Cyberterrorism

This section examines the evolution of cyberterrorism's targets, means, and effects. As the discussion further clarifies, these
three attributes of cyberterrorism are closely related, so they are analyzed together.

To start with the evolution of targets, this attribute of cyberterrorism covers military forces, government cyber and physical
infrastructures, critical national infrastructures, social and national identity, and private industry or entities (Al Mazari et al.,
2018). While it is possible to identify cyber terrorist attacks targeting the government's cyber and physical infrastructures,
social and national identity, and private industry or entities, state actors seem to be behind the attacks in cases where military
capabilities are attacked. The Moonlight Maze and Stuxnet attacks exemplify this phenomenon. In 1998, the Pentagon, NASA,
research labs, and universities became the target of the Moonlight Maze cyber espionage attack. The attackers obtained and
took significant private data about military systems, setups, and installations. In the 2010 Stuxnet case, the computer attacks
compromised Iran's uranium enrichment activities and destroyed its centrifuges. Experts concluded that only nation-states
could design and carry out such attacks, even though the suspicions have never been verified in these instances (Haizler,
2017). Therefore, it is necessary to consider Moonlight Maze and Stuxnet attacks as cases of cyber warfare rather than
cyberterrorism examples.

Notwithstanding these examples of state involvement in cyberattacks, when technological developments have enabled non-
state actors to carry out cyber-terrorist attacks, they have targeted governments' cyber and physical infrastructures. These
attacks have had significant implications for national security and public safety. As seen in the previous section, 2007 cyber-
attacks on Estonian government bodies highlighted the vulnerability of critical national infrastructures to cyber threats and
underscored the need for robust cybersecurity measures. Similarly, the 2015 cyberattack on the U.S. Office of Personnel
Management (OPM) demonstrated the potential for cyberterrorism to compromise sensitive information and disrupt
government operations. In this attack, hackers gained access to the personal information of millions of federal employees,
including social security numbers, fingerprints, and background investigation records (Fruhlinger, 2020). In recent years,
attacks targeting civilians have become increasingly prevalent. The WannaCry ransomware attack in 2017 is a notable
example. This attack targeted hospitals and ambulance services in England, causing significant disruption to healthcare
services. The ransomware encrypted data on infected computers, rendering them unusable until a ransom was paid. The
attack led to the cancellation of medical appointments, surgery delays, and a general strain on healthcare resources. It
highlighted the potential for cyberterrorism to cause physical harm and endanger public health (Ghafur et al., 2019).

As technology continues to evolve, cyberterrorism targets are likely to become even more diverse and sophisticated. The
increasing reliance on digital infrastructure and the rise of the Internet of Things (loT) present new opportunities for cyber
terrorists. Smart cities, autonomous vehicles, and personal devices may become future targets.

As for the means that cyberterrorism has been utilizing, the evolution is quite clear. Initially, cyberterrorists disrupted
networks and gained illegal access using simple tools like viruses and worms (Maryville University, 2022). Over time, cyber
terrorists started using more advanced forms of malware, such as ransomware and spyware (Montasari, 2024). Moreover,
sophisticated means, including phishing campaigns, social engineering, Distributed Denial of Service (DDoS) attacks,
deployment of botnets, and Artificial Intelligence, have come to be employed (Montasari, 2024). As a result, the harm that
the cyber terrorism increased over time, as the rest of this session argues.
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Moving on to how the effects of cyberterrorism evolved, it can be argued that the effect of causing fear and disruption has
existed from the beginning. As discussed above, the hacker connected to the White Supremacist Movement disrupting the
(ISP) in Massachusetts in 1996 warned about the future potential of cyberterrorism to cause harm. As illustrated by ISIS' use
of videos releasing the "kill lists" (Jayakumar, 2020) or showing how people were burnt alive (Ayad & Zerrouky, 2023),
instilling fear has remained a consistent theme. So has the disruption. The Serbian hackers' main intention was to disrupt the
NATO bombardment of the Federal Republic of Yugoslavia in the Kosovo War (Verton, 1999). As the e-mail bombardment on
NATO, the Associated Press and the Washington Post also aimed at forcing NATO to end the bombardment (Denning, 2001);
this attack also signified an evolution of cyberterrorism intentions to include forcing policy changes. Diversification of
cyberterrorist intentions gained momentum in parallel to technological developments. Social media has provided an
invaluable tool for another cyberterrorist intention: furthering the objectives. ISIS' utilization of social media for propaganda
and recruitment is a case point (Awan, 2017). Interference is another type of cyberterrorist effect that has grown in
significance with technological advances. An incident in 2021 demonstrates how evil this intention may be. In this case, a
hacker attempted to poison Florida's water supply by using remote access software. The amount of sodium hydroxide was
increased by the hacker-terrorist almost 100 times. While the system operator swiftly lowered the level after noticing the
penetration, the incident indicates how some critical infrastructure systems are susceptible to interference
(Marquardt,2021).

As technology continues to evolve, the effects of cyberterrorism are likely to become even more severe. The increasing
reliance on digital infrastructure and the rise of the Internet of Things (loT) offer new opportunities for cyber terrorists.
Future attacks may target smart cities, autonomous vehicles, and personal devices, causing widespread disruption and fear.

Conclusion

Cyberterrorism poses formidable challenges to international security due to its unanimity and easier reach to broad masses.
Fighting cyberterrorism necessitates understanding what kinds of actors resort to it, what motivates them, what their
intentions and targets are, what kind of means they employ, and what kind of effects their actions cause. This study has
addressed the actors, targets, motives, intentions, means, and effects of cyberterrorism and how they have evolved to
contribute to providing effective countermeasures and safeguards.

The analysis of the evolution of cyberterrorism has painted a grim picture. Technological advances have boded ill for
individual, national, and international security. As technology has developed, cyber terrorists have seen their means to
diversify and sophisticate, their targets to be more vulnerable, their reach to broaden, and the impact of their actions to
deteriorate for the victims. While their intentions are as evil as before, they are now more potent due to technology.

This evolution is also at odds with the traditional international relations and security approach. The traditional approach
applies to the Cold War period. In this approach, nation-states are thought to be the main actors and threatened by other
nation-states. Moreover, they are envisaged to have conflicting interests. The post-Cold War international security makeup
is quite different than the Cold War security structure. As these new conditions of the post-Cold War environment are
reflected in cyberterrorism, the traditional understanding of international security remains short of understanding and
counteracting it effectively. In this formidable kind of terrorism, the main actors are non-state. As cyberterrorism is truly
transnational, state actors must react in kind. States need to educate the public about cyberterrorism and raise awareness.
They also need to focus on educating more experts in this field. States also must cooperate with universities and research
centers to formulate effective countermeasures. Keeping up with technological developments is vital. Academic institutions
are crucial in promoting cybersecurity research, developing new technologies, and training the next generation of
cybersecurity experts. Joint research projects can lay the ground for innovative solutions and strategies to fight
cyberterrorism. As this research has shown, private entities (critical infrastructures, banks, and newspapers) are common
targets of cyberterrorism. Therefore, states need to cooperate with non-state actors to identify threats, share intelligence,
and formulate effective strategies. Public-private partnerships can enhance the overall cybersecurity structure by creating
synergy and boosting the expertise and resources of both sectors.

Having highlighted the need to take the non-state dimension of cyberterrorism into account, it is also necessary to underline
that international cooperation is indispensable for effectively fighting cyberterrorism. States need to share intelligence,
formulate common policies, and intensify cross-border cooperation. International organizations, including NATO and the UN,
are critical in increasing and coordinating international cooperation. For instance, the establishment of the NATO Cooperative
Cyber Defense Centre of Excellence in Estonia, which has been discussed in this study, has proved to be a crucial step. While
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the UN has turned out to be paralyzed in interstate conflicts where a veto-holding power is involved, including the Russian-
Ukrainian and Israeli-Palestinian conflict, it proves to be more effective in attacks orchestrated by non-state actors. The study
also has driven attention to the curtailment of ISIS-related cyber-terrorist activities as a result of the counter-campaign of
Global Coalition, an interstate coalition.

Cyberterrorism is a highly fertile ground for research, and the study ends by offering new venues for future research. One
such venue is examining whether and how states and international organizations' fight against cyberterrorism evolved
parallel to the evolution of different attributes of cyberterrorism. As another venue, future studies can assess the
effectiveness of national cybersecurity strategies in preventing and responding to cyberterrorism and identify best practices
and areas for improvement. Related to effectiveness, new research can also compare and contrast the anti-cyberterrorism
strategies of international organizations.
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