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Abstract—With the tremendous success and prevalence of the Internet of Things (IoT) consumer technologies are shifted to
distinct areas. Therefore, the IoT paradigm is evoluting with people interactions by devices and applications. The Industrial
Internet of Things (IIoT) is an form of this recent evolution. IIoT is emerged considering various components of industrial
requirements such as automation, monitoring, management. Depending on aims such as large scalability, high cost minimization
on manufacturing, safety and management, the IIoT technology provides many benefits. While huge scope and many advantages
of this intelligent decision and analysis paradigm which termed as IIoT, it also hosts serious security issues such as threats and
vulnerabilities. Although, many similarities with IoT security challenges such as lack of standardization and device characteristics,
when considering scope of IIoT, security must tackle in different aspects. In this article, we examine the IIoT concept in
terms of manufacturing domain. We investigate the relationship between IloT and IoT and highlighted their differences at
manufacturer/consumer point. We present a comprehensive security study on IIoT technology. We define the IIoT technology
on security direction. We also summarize studies on literature over the period 2017-2022 on IloT security, focusing in particular
on the security challenges, attacks and issues. We presents security, threats, challenges and issues of IIoT systems considering

all levels. Finally, we highlight IIoT protocols in terms of security aspect and we emphasize open problems.

Keywords—IIoT, Security, Threats, Protocols.

1. Introduction of these costs create motivation for the use of

IoT devices apart from simple smart applica-

The Internet of Things (IoT) generates a con-
cept including various type of interconnected
devices. These devices which are form of het-
erogeneous network technology are ranging from
small sensors to complex controllers and home
appliances. IoT technology, which plays the role
of facilitating daily life at the consumer level, is
widely used in different fields. With technological
developments and increasing demand, hardware
and software costs are decreasing. Decreasing

tions. Initially considered on consumer dimension,
IoT technology and depending applications are
used in a several of formats and sectors in a
customized way, depending on the success and
prevalence of use. One of these sectors is the
Industry. It is commonly referred to as Industry
4.0, i.e., the fourth industrial revolution, or as
industrial Internet of Things (IIoT) [29]. IIoT is
a technology which allows to system monitoring,
data exchange and smart decision. With this
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technology concept, flexibility and dynamism are
increased at the manufacturer level, advantages
such as process optimizations, maintenance, pro-
duction and distribution ease are provided. As
in IoT systems, the main output is feedback
mechanism in [ToT systems. In the I1oT structure,
after the large amount of sensed and collected
data are transmitted to the processing point over
the internet, feedback is made in the production
and optimization dimension with the decision-
making mechanism. Unlike the traditional cellular
technologies such as 4G/5G and others, IIoT
technologies purpose low energy consumption,
limited hardware requirements and low cost.
However, as in the other Internet technologies,
security, privacy and reliability are significant
features and desired requirements in IIoT.

The security of IIoT must be characterized
as distinctive perspective. Since, serious safety
and /or economic loss implications are quite differ-
ent than IoT technology. In IoT nature, security
and privacy attacks target consumer yet, a similar
attack on IIoT network can cause huge effects
over the manufacturing. In this respect, I1oT
requires a higher grade security mechanism that
takes into account requirements, nature of devices
in the network, recovery mechanism in the event
of an attack, and similar factors [30]. Therefore,
security and privacy in IToT systems are investi-
gated by various perspective in the literature. In
[B1], low latency, high service performance and
effective bandwidth aware architecture is pro-
posed for IIoT systems. The proposed structure
works based on fog computing which considering
context of IIoT. [32], Hussain et al. proposed
an model to provide device configuration and
management during setup session. The proposed
model works based on deep learning approach
and aims to solve resource management problem

considering security issue. In order to prevent
malicious software injecting, a deep learning
method is proposed by Ullah et al. [33]. The pro-
posed method considers privacy and works based
on deep learning methods. In [B4], personalized
privacy protection framework is proposed based
on game theory and data encryption for IIoT
systems. The proposed model aims to ensure data
confidentiality, integrity, and real-timeness.

1.1. Motivation and Research Method

When considering the usage area, scope and
the advantages of IIoT systems, security is an
open problem in the literature. Numerous security
studies are exist in [oT and IIoT domains. In
this paper, the current state of the art of IIoT
concept is presented. Next, the IloT structure
is summarized in terms of architecture and its
differences from the traditional IoT concept. We
focus on analyzing of IloT system and security
issues. Therefore, security risks, challenges and
attacks are presented in the IIoT. The main
contributions of this article is listed as belows:

o We emphasize the IIoT structure in terms of
architectural design and we investigate [1oT
applications considering IoT technologies.

o We describe the IToT concept on manufactur-
ing perspective with real time applications.

o We present the security threats and chal-
lenges on IIoT considering all layers and
focusing usage domain.

o We summarize the IIoT layer protocols de-
pending on security challenges and issues.

Security is the main focus of this study. Studies
on IIoT security in the literature are examined
by using "IloT AND (Security OR Threats OR
Applications)” keywords while generating all sec-
tions. We considered the real time examples of
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[ToT systems and security approaches while inves-
tigating the literature. In addition, we prepared
a review of the literature over the period 2017-
2022 on IIoT security, focusing in particular on
the security challenges, attacks and issues of the
IToT. As a difference from other existing surveys,
we present general overview of all security threats
and issues considering layers, protocols and ap-
plications. We also tackle IIoT concept in terms
of operational technologies, manufacturing and
real-time usages. The number of papers which
are examined according to our study in "IToT
AND security” search in the databases is shown
in Table E] Although there are more studies in
the considered databases than listed in the table,
only studies which are proper with our motivation
are shown numerically. According to investigated
studies in the databases, the journals with the
highest number of papers in these search results
are IEEE Transactions on Industrial Informatics
(31) for IEEExplore, Procedia Manufacturing
(42) for Science Direct, Sensors (16) for MDPI.

TABLE 1: Number of papers in "IloT AND
security” search in databases

Databases | 2017| 2018| 2019 2020 2021| 2022
IEEExplore - 8 14 23 30 3
Science Direct - 16 19 25 46 3
MDPI 1 6 9 17 22 -
Web of Science | 7 23 36 45 52 2
Scopus 6 18 22 34 48 6
Dergipark - - - - 1 -

The number of papers which are examined
according to our study in "IloT AND Threats”
search in the databases is shown in Table E
Although there are more studies in the considered
databases than listed in the table, only stud-
ies which are proper with our motivation are
shown numerically. According to the databases,
the journals with the highest number of papers

TABLE 2: Number of papers in "IloT AND
threats” search in databases
Databases | 2017| 2018| 2019| 2020 2021| 2022
IEEExplore 1 3 8 16 9 2
Science Direct 3 12 29 38 52 16
MDPI - 4 7 17 23 -
Web of Science | 2 14 25 28 34 1
Scopus 3 15 32 61 65 2
Dergipark - 1 - - - -

in these search results are IEEE Transactions
on Industrial Informatics (13) for IEEExplore,
Journal of Network and Computer Applications
(16) for Science Direct, Sensors (9) for MDPI.

The number of papers which are examined
according to our study in "IloT AND appli-

cations” search in the databases is shown in

Table
considered databases than listed in the table, only

B. Although there are more studies in the

studies which are proper with our motivation are
shown numerically. According to the databases,
the journals with the highest number of papers
in these search results are IEEE Transactions
on Industrial Informatics (56) for IEEExplore,
Procedia Manufacturing (52) for Science Direct,
Sensors (28) for MDPI.

TABLE 3: Number of papers in "IIoT AND
applications” search in databases

Databases | 2017| 2018| 2019| 2020| 2021| 2022
IEEExplore 6 30 48 46 59 4
Science Direct 13 22 39 28 62 16
MDPI 3 14 17 26 33 -
Web of Science | 14 24 45 58 56 4
Scopus 12 30 52 48 66 21
Dergipark - 1 - 2 - -

Web of Science and Scopus generally contain
papers that have been founded in other databases.
There are very limited papers in Dergipark.
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1.2.  Organization

The remainder of this study is structured as
follows. Section 2 presents IIoT structure con-
sidering available literature studies. Section 3
describes differences between IIoT and consumer
[oT, also gives real application instances of IToT
systems. Then, in Section 4, the security threats,
challenges, vulnerabilities and issues on IIoT are
emphasized. Section 5 highlights list of open
research challenges and open problems.

2. IIoT Architecture

The Industrial Internet of Things include tra-
ditional Industrial Control Systems (ICS) and
Operational Technology (OT) [35]. IIoT systems
support several significant sectors and infrastruc-
tures with these technologies. As in the available
network systems and technologies, IIoT technol-
ogy has architecture to interoperate with men-
tioned technologies. Each architecture is a high
level abstractions which defines various proto-
cols, application scenarios, issues and challenges.
Designed and proposed IIoT architectures need
to highlight extensibility, scalability, modularity,
and interoperability among heterogeneous devices
and applications using different technologies [36].
Different requirements have emerged depending
on the scope of IoT technologies, their applica-
tion areas and the increase in the number of
users. Accordingly, different protocols, services
and applications are designed for smart device
technology IoT and its customized form which is
termed as IIoT networks.

The designed protocol and services work on
different layer in IloT architecture to provide
user and manufacturer requirements. In this con-
text, various architecture models are proposed
to identify layer based tasks of IIoT protocol

Application
Layer

E‘
N
L L] )
(1]

Middleware
Layer

Network
Layer

Perception
Layer

Fig. 1: Multi-tier structure of IToT

and services. Generally, the designed models have
multi-tier structure [41]. For instance, in [37]
and [B8], three layer basic architecture is pro-
posed which has perception, network and service
layers. By Industrial Internet Consortium (II1C),
the reference architecture is defined considering
technical and security requirements. According
the designed architecture, each tier divided into
sub-tiers. The generated layers are named as
edge, platform and enterprise [40], [39]. Industrial
Automation and Control Systems (IACS) is stan-
dartized IIoT scheme by multi-layered structure.
This architecture consists of multiple zones and
there are five level. Fig. EI shows an instance of
[ToT multi-tier architecture.

3. From IoT to IloT

The IToT defines usage of sensors, actuators and
management systems in order to improve manu-
facturing and industrial processes. This technol-
ogy is alsw known as Industrial Internet or Indus-
try 4.0. Although, IoT and IIoT technologies have
common and similar platform and devices, these
two technologies are used for distinctive purposes
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TABLE 4: Comparison Between Consumer [oT and Manufacturer 1IoT

Manufacturer 11oT

‘ Consumer IoT

Works large scale networks.

Focuses on industrial domains by application, service and
devices

Requires not only Wi-Fi connection but also cellular
connection type.

Device and services have long life period.

Designed for manufacturing areas to provide resource
efficiency and management.

Requires higher bandwidth generally.

Used in industrial and professional service domains.
Require high levels of precision and accuracy to provide
efficiency and reliability.

Energy harvesting is a promising approach.

Focuses on data processing and decision making.

Related with small scale networks.

Focuses on general usage area such as individual usage,
smart objects.

Requires Wi-Fi connection and configuration to transmit
data.

Device and services have short life period.

Designed for consumer areas by applications and services.

High bandwidth is not necessary.

Covers covers a wide range of industries and users.
Quality is not depending on directly precision and ac-
cuarcy.

Not guarantee energy and resource efficiency.

Focuses on data collection and transmission.

and methods by consumer and manufacturers.
Table @
[ToT and IoT concepts. Basically, IoT and de-

shows comparison between manufacturer

pending applications provides ease of usage to
consumers in different application domains such
as agriculture, healthcare, healthcare. [oT devices
and services are designed for works small scale
networks and they have short life cycle in terms of
device characteristics. IIoT applications connect
machines and devices in various manufacturing
areas. The applications and services which have
long life cycle, and work large scale networks
are characterized by a strong interconnection be-
tween controllers, monitors and devices. In IIoT
concept, devices are not directly connected to
Internet or cloud systems. [TIoT services purposes
manufacturing optimization and management.
In other words, IIoT applications are directly
concerned with improving efficiency, management
and monitoring.

3.1.

IIoT in Real-Time Domains

The IIoT provides several benefits from con-
sumer to manufacturer. Especially, in manufac-

turing perspective, organizations can use real-
time application and services by processing gen-
erated data. By this way, more efficient manufac-
turing and maintenance conditions are emerged
and operational and management efficiency can
be achieved. Using real-time data for manufac-
turing provides different advantages to manufac-
turers. The IloT works beyond simple sensing
and transmission attributes. This technology also
allows to more informed decisions and this intel-
ligent decision is one of main purpose of IloT
sytems as production and maintenance tasks.
In addition, IToT also allows to customization
according to customer requirements. Thus, man-
ufacturers build more customer-aware roadmaps.
Fig. E highlights IIoT and IoT concepts.

With ease of usage and advantages, [loT
technologies take place in real-time areas. For
instance, Airbus Company which is known as
jetliner producer, integrated sensor and chips
into machines in order to reduce manufacturing
errors by using wearable technologies. Therefore,
manufacturing and employees safety is provided.
In another instance of IoT technologies is robotic
developments on manufacturing areas in the
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Internet of Things  ®

Fig. 2: IToT and IoT concept

robotic manufacturer Fanuc Company. By using
the high capability sensors on robotics with cloud
based data methods, failure prediction and cost
reduction is provided [42]. The Tesla Company,
which is one of the best known in electric ve-
hicle manufacturing, uses IloT technologies in
order to improve efficiency and to produce user
friendly vehicles which have ability to control and
check from anywhere. By Magna Steyr which
is an Austrian automotive manufacturer, smart
packing and tracking technologies are using with
Bluetooth network in order to provide time and
employee efficiency.

There are application examples in IIoT such
as smart factory, smart grid, smart production,
health systems. With sensor nodes placed on
monitored objects, data is collected and transmit-
ted to a data center and there is processed. While
the results obtained trigger an another machine in
autonomous systems, information is transferred
to the monitoring user in other systems. These
applications provide combine mobile IoT sup-
ported dynamic nodes to monitor traffic flows,
service to many devices with self-configuration
capacity, and provide information management,
data flow support in a wide range of networks

[43]. In addition, these applications require real-
time and secure transactions. For this reason,
high-speed data transmission environment, low-
latency processing of data, energy savings and,
lightweight protocols that provide low latency
should be provided.

4. Security Threats, Challenges, Issues

In the security of IoT systems, it is necessary to
consider the security of each device and module
because the attack on an IoT system is not
only limited to the attacked device, but also it
can manipulate the entire IoT infrastructure. In
addition to the known attack types, there are also
attack types specific to IoT systems. Attacks are
generally aimed at stealing information, slowing
down or stopping the service, damaging reputa-
tion, and damaging the system. For these reasons,
data centers are the most important element that
must be secure. Data centers in industrial IoT
(IIoT) systems are designed using paradigms such
as cloud computing and fog computing. Because
fog computing provides a local solution at the
edge of the network, it has higher performance
than cloud computing [[1]. It is therefore suitable
for structures operating in limited coverage, sim-
ilar to IToT systems. Attacks on cloud/fog based
data centers, attacks on edge devices and general
attacks organized for industrial IoT are examined.

In addition, with the effect of 5G technology,
high-speed communication is aimed in Industry
4.0 operational technology networks. However,
as in almost every development, 5G technology
brings with it a number of security problems.

In this section, studies focusing on security
requirements and attack types for IIoT systems
are reviewed. The concept of IloT covers a very
wide field of work. Production facility, industry,

143



INTERNATIONAL JOURNAL OF INFORMATION SECURITY SCIENCE

A. Karakaya et al., Vol.10, No.4, pp.138-152

factory, logistics, smart city are some of them.
The attack scenarios that each cyber-physical
or IToT system may be exposed to may be
similar, or they may differ in specific areas of
use. For example, in a production facility, since
the machines are close to each other, a system
can be designed with local solutions using fog
computing by limiting the coverage area. How-
ever, when a logistics company is considered,
autonomous machines in the company may need
to contact carrier vehicles and the system can be
designed using remote cloud computing. Thus,
similar attacks can be carried out in different
ways or completely different types of attacks
can be used between these two IloT systems.
In fog computing systems, storage, computing
and network resources are controlled locally by a
user, while in cloud computing systems they are
controlled by the cloud provider [2]. Therefore,
the cloud provider must also be secure.

Although the purpose of developing IIoT archi-
tectures seems to be performance, functionality
and fast communication, the security phase is
of crucial importance as in every system. In
this context, in addition to the basic principles
of security known as confidentiality, integrity
and availability, principles such as authentication,
access control, sustainability, flexibility, and data
freshness must also be handled for IIoT systems.
Based on industrial areas, the order of importance
of the basic principles is stated as availability,
integrity and confidentiality [3]. There are many
security solution approaches in the literature that
provide the basic principles for IIoT.

The security and privacy requirements for IIoT
applications can be listed as follows [4], [b]:

o Authentication: Resource constrained IoT
devices cannot perform encryption opera-
tions required for authentication. For this,

high-cost storage and data processing needs
are provided by external sources such as
fog/cloud. Users and system elements have
to verify their identities in the fog/cloud net-
work in order to receive uninterrupted service.
Access by unauthorized users is blocked.
Data Protection: In IoT applications, large
amounts of data can be generated depending
on the number of devices. The processing
and storage of this data is done in fog/cloud
nodes. Since it is costly to determine the
accuracy of data by resource-constrained IoT
devices, this need is met by data centers such
as fog/cloud computing.

Confidentiality: Data must be kept confiden-
tial during transmission from IoT node to fog
node or from fog node to cloud. When an IoT
edge device needs information processing and
storage, it communicates with the fog/cloud
node.Since the end nodes are resource con-
strained, lightweight encryption structures
are used to secure this communication.
Malicious User and Intrusion: A malicious
node in the IoT environment causes data to
be mistranslated, modified, or stolen. When
the devices on the network cannot mutually
authenticate each other, the attacker node
can initiate a DoS (Denial of Service) attack
by continuously sending a storage or data
processing request to the fog/cloud node.
Nodes access is limited to protect from mali-
cious node.

Data Integrity: Data corruption caused by
attacks that may occur in IoT systems must
be detected by the system. Deterioration of
data integrity can cause machines in a facility
to malfunction and produce inaccurate data.
Availability: Users must be protected from
attacks aimed at preventing uninterrupted
service from system resources. Denial of Ser-
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vice (DoS) and Distributed Denial of Service
(DDoS) are some of the attacks that affect
availability.

o Heterogeneity: Data must be transmitted to
the fog/cloud center from a large number of
devices with different characteristics. How-
ever, computing power and cost increase
when different communication needs are met.
Devices in IloT systems can communicate
wirelessly because they generally support
802.15.x protocols.

o Computing Cost: In IoT applications, the
computational power of fog/cloud systems is
needed to reduce latency. Processes such as
processing and storing data, generating real-
time response, detecting attacks are difficult
to do on resource-constrained devices.

o Conscious User: Users may not be aware of
the security risks that may occur when using
[IoT technologies. [6]. If a user is attacked
and this attack is successful, the entire net-
work can be affected. For this reason, the
important assets of the system should not be
open to the initiative of standard users and a
security policy should be adopted that raises
users’ awareness of security risks.

4.1.  Security Threats of IIoT Systems

[ToT systems are vulnerable to attacks in terms
of many parameters such as communication,
connectivity, infrastructure. ITIoT infrastructure
requires effective defense against cyber threats to
mitigate the impact of vulnerability [[7]. The types
of attacks against IloT are inherently similar
to attacks against standard IoT. But when an
attack is successful, there is a difference in the
severity of the results of the attack. For example,

an attacker’s penetration into the IoT network
can cause damage, such as a privacy breach or

data theft, while a similar attack on an IloT can
cause a major disaster, such as network down-
time, network congestion, production or business
process stoppage. Therefore, I1oT systems require
a higher level of security infrastructure that takes
into account the accuracy of data, the topology
of the network, the structure of devices on the
network, the recovery mechanism in the event of
an attack, and similar factors [§].

Malware: The most important threat in mo-
bile IIoT networks is malware that causes theft
or manipulation of IoT data, user identities,
personal and corporate information. A malware
installed on a mobile device can lead to personal
data leakage, loss of reputation that damages
social image, service problems that disrupt the
organization of businesses, and financial loss [9].

Internal attacks: It is a type of attack that
makes the working environment worse and more
unsafe [10]. It is a significant threat to sensor-
cloud/fog services in a system [11]. For IIoT sys-
tems, it can lead to resource abuse, false feedback,
machine misdirection, and faulty production. In
addition, malicious cloud/fog service providers
can also lead to internal data leaks. Therefore,
companies providing these services should be
reliable and ensure security requirements. Se-
curity requirements such as access control and
authentication should be supported to prevent
unauthorized users from accessing the system.
An attacker who is included in the network can
trigger internal attacks such as DoS, MITM,
privilege escalation.

DoS and DDoS attacks: These attacks are one
of the popular attack types in almost every
technology, from traditional network structures
to the widely used IoT network structures in
recent years. It is also the most common type
of attack for IIoT systems [27]. Although there
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are differences in the implementation and acti-
vation of attacks in terms of the infrastructure
technology used by the victim, the main purpose
is to overflow the buffers, slow down and prevent
the communication of the system. In this way, the
attacker can activate other dangerous attacks to
capture data. DoS attacks pose a serious threat
as [IoT edge devices are low-power, low-capacity.
Networks without authentication and intrusion
detection mechanisms have no resistance to these
attacks. In networks with a strong authentication
and intrusion detection mechanism, attackers
must capture a legitimate device and impersonate
that device in order to carry out these attacks.
The vulnerabilities of all devices, protocols and
technologies used in the network infrastructure
can be exploited for impersonation. For example,
in a factory network where automatic stock,
product and inventory tracking is carried out
using RFID technology, the attacker can gen-
erate noise by sending radio frequency signals,
and can prevent legitimate communication. The
example is shown in Figure 2. B The method
may be different, but a similar effect can be
achieved on systems using other technologies or
protocols. DDos attack is a coordinated attack of
many distributed devices that are compromised
and used as bots [28]. The attacker sends a
large number of protocol packets to the net-
work, increasing the traffic of the network and
causing buffer overflows of the devices in the
network infrastructure. These overflows prevent
a legitimate communication. TCP SYN flood,
UDP flood, ARP flood, MAC flood are some
of them. In order for the attacker to perform
a DDoS attack, he/she must capture a large
number of objects in the network and create an
organized data traffic. Besides DoS and DDoS,
there is persistent DoS attack, where an attacker
damages a legitimate device either physically or

by installing a corrupted BIOS with malware
[28]. These attacks can be carried out to disable
critical units such as electrical transformer, water
treatment plant, gas discharge system.

P g8
Moise, signal corrupiion and
communication blocking
(TTTTIT 49 .\
— —
= PR i) uin RFID
" ReadelReposito
Autonomous 'j: P v
Production Transporter
Facility

Aftacker

Fig. 3: An example of DoS for ITIoT (using RFID)

Physical attacks on devices: For the successful
operation of IIoT applications, the devices must
be correctly positioned and the devices and com-
munication must be secure. I[ToT and Industry 4.0
generally aim to enable smart devices to commu-
nicate with each other and carry out activities
such as production, logistics, failure control and
feedback. For this reason, manipulations that may
occur in the communication of smart devices may
adversely affect the primary operation output
for IToT systems. Theft of devices, deletion or
alteration of data by starting MITM, activating
DoS or DDoS attacks, launching different attacks
using the identity of the compromised devices
are among the most important attack methods.
Therefore, the security of the devices is extremely
important. However, in I[IoT systems, the security
of the environment in which they are located is
prioritized rather than the physical security of
the end devices. This makes devices vulnerable
to physical attacks such as invasive hardware
attacks, side-channel attacks, and reverse engi-
neering [13]. In addition, remote connection to
the system can be provided so that devices can be
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controlled, updated and booted. Devices may also
have vulnerabilities against some other attacks,
depending on the method used in the remote
connection.

Hostile localization attack: Spectrum scarcity
and security needs of cyber physical systems
(CPS) are major challenges for IToT systems.
Because industrial CPS captures critical data
and transmits it wirelessly, IIoT systems are
attractive to attackers [12]. This attack is a
physical layer attack and aims to geo-locate edge
devices. This poses a threat to the overall security
of the IIoT system as well as this device. Based
on the received signal strength (RSS) on mobile
smart devices, the distances to the device are
estimated by capturing the signal. And thus, the
location of the device can be found with the trilat-
eration technique, as in GPS systems. In this way,
geographical locations of mobile devices on I1oT
systems can be obtained and this mobile device
can be manipulated. The geolocation process is
shown in Fig. #.

Cryptographic attacks: Certain cryptographic
algorithms are used to provide security princi-
ples such as data confidentiality, authentication,
and data integrity. Attacks such as brute force,
frequency analysis, insecure certificate providers,
key prediction with packet capture, and finding
unique device identifiers can be carried out on
encryption systems. These attacks allow many
other attacks to activate. Any user can be seized
and the entire network can be threatened and
cause significant losses for the company. Device
identifiers, device IDs, private key and symmetric
key and similar cryptographic structures must be
stored securely [13]. A suitable and strong en-
cryption system and key size should be preferred
to prevent malicious attacks.

MitM attacks: In this attack, the attacker

:l
(TTTTTIT 22 N
s — R
T .
— i/ hY
Autonomous Repository
Production Transporter \
Facility [ |

ar '
|

l?
I.:f

rd
AN

Fig. 4: The geolocation process

listens, transmits, and modifies traffic between
two endpoints [26]. It is carried out by poisoning
the ARP in the local network. The attacker
constantly sends an ARP response packet to the
target node using the victim’s IP address and his
own MAC address, and by convincing the target,
he poisons the target’s ARP table with fake in-
formation. By applying a similar process to both
ends, the attacker transfers the traffic between the
two end systems. It is the second most popular
attack type for IIoT systems [27]. An attacker
who captures one of the IIoT end devices can
initiate MITM on the internal network. Thus, the
attacker can steal and manipulation information
between nodes and even pave the way for other
attacks.

Attacks on communication protocols: Commu-
nication protocols that determine the communi-
cation rules between devices can cause significant
attacks in IIoT systems. An attacker using the
vulnerabilities of the protocols can capture the
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transmitted packets and parse these packets.
Thus, by activating a MITM attack, the attacker
can obtain important information and cause false
data to be sent to the target by manipulating the
protocol packets. The types of attacks against
some IIoT protocols are as follows:

e The LoRaWAN protocol configures end nodes
to transmit data over IP to the net-
work server. This protocol is vulnerable to
selective-jamming attacks. Having knowledge
of the details of the system, an attacker
selectively identifies high-importance packets
and jams the traffic of the target end node
[14].

o The 6LoWPAN is a protocol that describes
low-power wireless personal area networks
using [Pv6. It is vulnerable to security threats
from the local network and the internet. As
it consists of a combination of IPv6 and
WSN networks, situations that threaten both
can also pose a threat to 6LowPAN [15].
This protocol is vulnerable to attacks such as
unauthorized eavesdropping, DoS and Hello
flood attacks that cause network congestion,
misdirection of packets, Sybil attacks that
cause impersonation of users, Sinkhole used
to pull traffic to a specific node, and Worm-
hole which creates tunnels in the network
with two malicious nodes. IIoT systems using
6LoWPAN have to use multiple additional
security protocols.

o The ZigBee protocol, like any wireless com-
munication, is vulnerable to many network
and penetration attacks [16]. It uses the AES-
128 encryption algorithm. Since ZigBee is
effective in resource-constrained systems, it
cannot use standard security structures like
public key mechanisms. It can be expose
to attacks such as DoS and flood attacks

aimed at disconnecting, synchronization at-
tacks that perform lost frame retransmission,
Wormhole and misdirection attacks, eaves-
dropping and tampering.

CoAP is a web transport protocol developed
for resource constrained devices, a customized
version of HTTP, capable of machine-to-
machine communication for IIoT networks.
[17]. The CoAP structure uses UDP as the
transport protocol and DTLS as the security
support. It can be exposed to attacks such as:
Attack on complex protocol parsers, MITM,
packet hijacking and DoS attack by increasing
the size of packets, IP spoofing, attacks on
encryption keys on low-power end devices,
spoofing of messages [1§].

MQTT is a lightweight messaging and
information exchange protocol based on
subscriber-broadcast ~ architecture  [19].
MQTT security is provided by SSL/TLS.
There is no verification mechanism as any
user can become a publisher or subscriber.
For this reason, many attacks can be
launched, especially DoS and DDoS attacks.
For example; An attacker can initiate
a SlowlTe attack, a type of DoS, by
establishing multiple connections with the
MQTT server using the lowest bandwidth
[20]. It is vulnerable to packet capture and
eavesdropping and manipulation attacks, as
lost messages are difficult to sort and resend.
XMPP is an instant messaging protocol that
exchanges data for clients and servers [21].
XMPP uses Base64-based SASL, which hides
passwords and provides authentication, and
TLS, which protects the channel against
stream eavesdropping and tampering. Since
its structure is similar to SMTP, the ad-
dresses in the ”"from” and "to” fields are
likely to be manipulated by attackers. During
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transmission, some of the streams can proceed
unprotected and thus different attacks can be
activated. Attacks such as password capture,
password guessing using dictionary attacks,
retransmission, deletion and modification of
XML structures in the data stream, privilege
escalation, MITM and DoS can be performed.

« AMQP is a lightweight messaging protocol
designed for reliability, security, and inter-
operability [22]. It supports both request-
response and subscriber-broadcast mecha-
nisms. It uses SASL and TLS/SSL structures
for security. While transmitting data between
two ends, it can be exposed to attacks such as
MITM, DoS, session and identity-stealing re-
play, impersonation that makes the attacker
pretend to be a legitimate user, tampering
that aims to add, delete or modify data [23].

o DDS is a real-time, fast and high-performance
protocol for interconnecting IoT devices [23].
DDS is used in many applications in im-
portant IloT fields such as military, energy
and aviation. Therefore, security issues are
of much higher importance. Attacks such as
MITM, which causes the monitoring, loss or
alteration of message transmissions between
devices, and DoS, which prevents legitimate
communication by using malicious messages,
can be initiated. In IToT systems, attacks are
difficult to detect, as system-specific methods
such as Trending or Polling are often used
instead of monitoring software [24].

« RPL is a distance vector algorithm based
routing protocol for low power and lossy
networks [25]. RPL has three security modes:
unsafe mode with no security mechanism
for control messages, preshared mode that
secures control messages with symmetric keys
assigned to devices before they are deployed,
and authenticated mode that includes a key

distributed by a certificate authority and
allows new nodes to be added dynamically se-
curely. Network topology, resources and traf-
fic are targeted in attacks against RPL. There
are attacks on topology such as wormbhole,
sinkhole, manipulation of the route table,
attacks on resources such as flooding, routing
table overflow, parent node modification, and
attacks on traffic such as sniffing and traffic
analysis [25]. The attacker node can exploit
the vulnerabilities of the RPL protocol to
penetrate legitimate nodes.

Application Layer

.................................................

.................................................

+++++++++++++++++++++++++++++++++++++++++++++++++

FPerception Layer

Fig. 5: IIoT protocols by layer

Table B shows comparison between manufac-
turer IIoT and IoT concepts in terms of security.
Protocols in the traditional TCP /IP stack can be
used in IIoT networks. These protocols also have
some security vulnerabilities. However, in this
section, protocols identified with IoT systems due
to their low power and light weight are discussed.
The exponential increase in the number of low-
power devices in IIoT systems both complicates
security issues and makes it inevitable to increase
studies on this. The layers of these protocols in
the stack defined for IIoT are shown in Figure H

149



INTERNATIONAL JOURNAL OF INFORMATION SECURITY SCIENCE

A. Karakaya et al., Vol.10, No.4, pp.138-152

TABLE 5: Comparison Between Consumer [oT and Manufacturer I1oT in terms of Security

Manufacturer 11oT

‘ Consumer IoT

The damage probability depending on data manipulation
can be higher.

Works on local network.

Can benefit from fog computing services to provide
security.

Due to low latency requirement, lighweight protocols is
needed.

Depending on high volume data processing and trans-
mission, data loss probablity is higher.

Since process-specific customized protocols can be de-
veloped in the Operational Technologies (OT), standard
security solutions may be insufficient.

Uses protocols such as Modbus, Ethernet/IP, DNP3,
and Profinet and these are rarely uses authentication,
authorization or encryption methods.

Data backup is needed due to high data volume and
provide data integrity.

The damage probability depending on data manipulation
can be lower due to working area.

Works on general network.

Can benefit fog computing services due to application
and determined storage method.

Low latency is not a priority as IIoT.

Due to limited data processing and transmission, data
loss probablity is lower.

Known security solutions can be implemented due to uses
the standard TCP/IP stack.

Known authentication, authorization or encryption
methods can be implemented due to usage of the stan-
dard protocols

Due to a relatively limited data volume, high storage

spaces are not required.

5.
Open Problems

Conclusions, Future Directions and

Several technologies are emerged in recent years
Internet of Things area. With the increasing of
usage area and depending on user requirements.
The Industrial Internet of Things concept is an
relevant of IoT. With the customization and scal-
ability perspective, IIoT is widespread for man-
ufacturing and management systems. With the
customization and scalability perspective, [IoT is
widespread for manufacturing and management
systems. These systems generate processed data
and transmits over the Internet. In this process,
data and systems become targets of attacks.
Therefore security is significant research and
development field. Depending on the complexity
of the systems and devices, guaranteeing security
in the I1oT is difficult. In this article, we analyzed
IToT paradigm in terms of security and privacy.
We provided a systematic overview of IIoT by
defining IToT and its architecture. Some of open
problems and research challenges on IToT network

are listed as below:

o Comprehensive security and privacy studies
should investigate by considering different
technologies and computing systems such as
Deep Learning (DL) [44], fog computing [5].

o The risks of existing security attacks over
IIoT layers and IIoT real-time applications
should be highlighted.

o Considering high level complexity of IIoT de-
vices, resource constrained security protocols
are needed [41].
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