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ABSTRACT

Today can be called the age of data. From this point of view, everything has changed from the past to the
present, involving living conditions and styles, individual habits, ways of thinking to forms of communication. In
the past, a change in a country was confined to that country, whereas now, even if it does not leave the borders
of the country, instant access to everything affects all countries of the world. Both for the individual, but
especially in both academia and business, data has been an important concept. Today, the concepts of data
security, organization, management, storage and data ethics have begun to appear in every situation. While
these concepts bring convenience in business, they also involve risks. Deficiencies in stages such as the storage,
security, collection, privacy, purposes, methods and process of use of information can lead to leaks over the
internet, and so-called malicious people or criminal organizations can easily access the centers where the data
is kept. All over the world and in our country, especially the economic concerns that started with the Covid 19
pandemic process, the effects of which are still continuing, and the troubles brought by life have led people to
make easy profits by entering their information on various social media tools, platforms and sites over the
internet. For this reason, the protection, incolumity and hiddenness of the datum entered on the internet,
alongside of issues such as data ethics, have become increasingly important in this century, which we recognize
as the data age, and have led countries to research and prepare data constitutions in the national and
international arena. This article focuses on data security, protection, privacy and data ethics.
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GUnumuz veri ¢agl olarak adlandirilabilir. Buradan yola ¢iktigimizda gegmisten giinimize degisen yasam
kosullari ve tarzlari, bireysel aliskanliklar, diisiinme bigimlerinden iletisim sekillerine kadar her sey degisim
gegcirdi. Gegmis yillarda bir tlkede olan degisiklik sadece o lilkede kalirken artik tlke sinirlari disina gtkmasa bile
aninda her seye erisim olmasi tim dunya ulkelerini etkiler hale gelmistir. Bireysel, 6zellikle akademi ve is
sektoriinde veri 6nemli bir kavram olmustur. Gintimuzde veri glivenligi, organizasyonu, yonetimi, saklanmasi ve
veri etigi kavramlari her durumda karsimiza g¢ikmaya baglamistir. Bu kavramlar is alaninda kolayhklar
getirmesinin yaninda riskleri de iginde barindirir. Bilgilerin saklanmasi, gtivenligi, toplanmasi, mahremiyeti,
kullanilacagi amaglar, yontemler ve kullanim sireci gibi asamalarda eksiklik olmasi internet Gizerinden sizintilara
yol agabildigi gibi art niyetli olarak tabir edilen kisiler ya da sug orgiitleri kolayca verilerin tutuldugu merkezlere
ulasabilir. Tum dinyada ve ulkemizde, 6zellikle Covid 19 pandemi stireci ile baslayan ve etkileri hala devam eden
ekonomik kaygilar ve hayatin getirdigi sikintilar insanlari internet tzerinden gesitli sosyal medya araglarina,
platformlara, sitelere bilgilerini girmeleri ile kolay kazang¢ elde etmeye yoneltmistir. Bu nedenle internet
ortaminda girilen verilerin, korunmasi, givenligi, mahremiyeti yaninda veri etigi gibi konularin veri ¢agi olarak
kabul ettigimiz bu yluzyilda 6nemi giderek artmis, ulkeleri ulusal ve uluslararasi arenada veri anayasasi
arastirmaya ve hazirlamaya yoneltmistir. Bu makalede, veri giivenligi, korunmasi, gizliligi ve veri etigi tizerinde
durulmustur.
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Introduction

With advancing technologies, from private companies to
organizations in public institutions, the introduction of the
internet into our lives and the variety and complexity of
devices used in this field, the management, protection and
organization of data are constantly on the agenda. As in
America, European countries and Central Asian countries, it
has become increasingly prominent in our country in every
field from health to defense systems and communication
tools.

With the Covid 19 pandemic process, changes in world
balances, especially compared to the past, face-to-face
meetings have been replaced by meetings, agreements and
analyzes using the internet today, on the other hand,
polarization between countries, even if they have friendly or
competitive attitudes with each other, since they need to
maintain communication with each other, the protection of
data and information security has become even more
important.

The management of data in the business organization,
the prolongation of data, and the security of data continue to
be issues of apprehension and need for improvement today.
Further, when data security is considered, it is necessary to
be able to predict, calculate, analyze, and as a result, ensure
and continue data security.

Considering the threats that may come over the Internet,
cyber-attacks, whether individual or corporate data is in
danger, security problems, data losses, misuse of data,
manipulation of data by individuals or different circles, there
may be major and unavoidable losses in issues such as data
storage, protection and prevention of data losses.

The most well-known example today is the security
problem that can arise through systems and browsers, where
attackers gain access to the features of the devices used,
which allows malicious actors to monitor the device's
movements and use the system to their advantage. It can
range from business interference at the individual or
organizational level, to access to personal information or
business data, or private information between countries. It is
conceivable that such attacks can be carried out in a planned
or deliberate manner [7]. It leads to the use of data obtained
over the Internet by malicious individuals or organizations for
different purposes or illegal activities [21] such as forgery,
fraud, blackmail.

Observing the changes and progress in data from the past
to the present and analyzing the differences is the basis of
business intelligence. With the concept of the Internet of
Things, which has started to find a place in the industry and
many fields, significant progress can be made in business
organizations and business development activities by
predicting future data based on today's data [7].

Although data security is a problem that has occupied the
agenda especially in the last few years, it dates back to the
70s when computers entered our lives, briefly considering
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the developed countries. When this concept first emerged,
the focus was on access control techniques. This technique is
mostly considered for data held in database systems in
corporate domains. According to this approach, early
statistical questions and searches were created by assuming
that they would be stored using an access-controlled
database system through an interface [4,7]. However, any
application we want to use today requires micro data access,
i.e. reduced to the record level.

Five steps are defined for the formation of data. These
are data processing, data storage, data content and format,
data sources [13]. With the development of technology, it is
likely that different or sub-steps will be added. Data
retention, storage, accessibility, integrity and data ethics will
become even more challenging issues with the development
of technology, because nowadays, data science-related
concepts appear in almost every transaction we do and have
started to affect all aspects both individually and
organizationally as a company. In addition to the need to
create careful algorithms and plans both hardware and
software, cyber security concepts that will affect our lives the
most today with concepts such as consent texts, laws,
intended use, reliability, data privacy, confidentiality,
integrity, access, ethics for the processing of personal data
have started to settle.

This article focuses on data security, confidentiality, data
ethics and integrity, which have become increasingly
important with the developing technology and individual
needs in our country and all over the world, and which
remain on the agenda due to news, different communication
tools and applications designed to make life easier in various
media.

Data Security

When it comes to data incolumity, accessibility of data,
incolumity of data and integrality of data are the most
important issues. Data movement includes various stages:
create, store, use, share, archive and destroy [1-4,8]. Once
the data has passed the creation stage, it can move between
the other stages. What is important here is that the data can
be securely protected in all the steps that it passes through.
When the threats of ransomware attacks or malware threats
are considered when any technological development is to be
deployed, the storage and security of data and access to it
are among the important problems. In the digital age, where
the borders between countries have been removed with the
Covid 19 process and access to everything has become
easier, data security is not only for individuals, but also for
state institutions, private or critical data of many small or
large-scale companies in the business world can be captured
and controlled by malicious software that has been
developed or continues to be developed, moreover, the data
of corporate or private companies and the state can be kept
under control, audited, reported and, as the simplest
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example, it can be used in war technologies that change on a
state basis in areas that affect society such as multimedia
tools or the health sector. Security and confidentiality in
data-related transactions and transmissions are very
Table 1. Data Security and Confidentiality [13-16]

important because they are under threat of attack. Table 1
shows that data incolumity and secretness are the most
substantial and critical matters today.

Data Securty & Privacy |

Compiance Issues NN
Legal & Contractual Issues _
Challenges in Migraton [t
Lack of clarity in pay per use Model fT—
Integration of cloud based applications with legal
systems [TR— -
m Critical Very important Important Less Important Not Important
Data Security Challenges
Broken Authentication,
Access and
Session Control
Other Data Security |
Issues Data security Authentication,
Example; Data Issues Access Control
location

Privacy, Integrity

Availability

Figure 1. Data Security Topics [4,13-16]

CIA: Confidentiality, Integrity, Availability
The figure 1 reflects the stages of data security

Confidentiality

Unauthorized persons do not have access to the data,
i.e. data confidentiality is essential [9,16]. If data is stored
on servers, illegal operations such as copying, deleting or
duplication may occur. In this case, users run the risk of
losing control of sensitive data on servers. Threats should
be identified by creating a privacy plan and user-specific
encryption methods should be determined [7,13,14,22].
The encryption techniques used today are attribute-based
encryption, password with identifying feature, proxy
refresh password, homomorphic encryption [1-3,11].

Integrity

Integrity in data indicates the accuracy of the data.
Unauthorized access is prevented. Data integrity is also
important when moving between steps for data [9,16].
Since data is outsourced, it is difficult to maintain data
integrity during operations. Data integrity refers to the
process in which the accessibility and integrity of the
entered data is managed by the user, which prevents
unauthorized persons or systems from making changes to
the data. Such as stowed episcopy, dynamical episcopy,
preserving and low confusion [10,17-20].
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Accessibility

Data can be accessed without delay or denial [9-16]. It
is the ability of authorized persons to allow access at any
time and place through servers or other service systems
according to users' requests. Where user data is stored,
the data can be processed in encrypted text form for
different needs [10,17-20].

In the digital age, where almost all work is carried out
over the internet by entering the necessary data with the
Covid 19 pandemic process, only authorized persons can
access the information for data integrity in this period
when the data is digital, and digital information can be
prevented from being compromised [8,19,22].

Authentication and Access Control

AAC is the process of authentication after identity has
been verified. In corporate or private sector workplaces,
credential data is stored on servers. For example,
malicious  software or individuals can break
authentications created with passwords and crash
servers. For this reason, authentication is required for
users and machines to be connected. Here, systems
perform backup, remote monitoring, application,
correction and update operations [1-4-14-18].

Different Data Security Issues

Failures in authentication and managing sessions are
caused by failures in the application domain. Malicious
users focus on selected accounts. Thus, malicious users
develop various methods by taking advantage of system
weaknesses or system vulnerabilities; such as viruses and
ransomware... In corporate or non-corporate companies,
system infiltration becomes very easy if authorized
persons do not put the necessary restrictions and do not
provide access control. Since there is access over the
Internet, privileged users should be identified [4,7,13,22].
In order not to allow unauthorized users from inside or
outside or to block data from them, encryption should be
applied and this encryption process should be complex.
This can make it difficult to process and use the data in the
system [7-9,11,12,16]. Another important point is
whether the data is backed up securely and accurately on
the drives used as storage.

Broken Authentication, Session and Access
Control, Security Issues

The fact that companies transmit data in session and
account management through the public environment-
collective platform allows attackers to achieve their goals
because it is difficult to protect user and session
credentials [14,18,22]. This includes password-related
operations, such as saving, changing and recovering
passwords, or accessing session and account information,
files, databases, etc. Deficits and mistakes in account
management and ambiguities in user credentials are
among the factors that make it easier for attackers to
access the system [1,9,14,15]. For this reason, attackers
can make changes to access permissions in security
barriers by selecting vulnerable accounts, accessing the
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accounts of companies or individuals, and accessing
important files.

Why Access Control is Important

User access cannot be immediately defined by service
provider systems. For this reason, users should be
assigned according to the descriptions in access control
policies. Qualified policies and credentials are important
in access control. What is important here is the dynamic
structure, obligations, conditions, the way resources are
used and the decision mechanisms between them.

Data Protection

The most fundamental problem is identity protection
and confidentiality. From the past to the present, the flow
of information, policies, information and integration
systems must be well chosen and established. Data must
be protected from internal and external threats due to
unauthenticated or unauthorized access that may result
from the malfunctioning of system resources. Special
tools such as privileged software, hardware and ways to
be used here should be determined by examining security
policies [1,19,20]. Data protection should be ensured by
ensuring that only certain and registered persons can
access the data, preventing the data from being exposed
to any threat [9,12]. Many companies tend to collect their
data internally or in an external center. Nowadays, as the
information requested from customers changes both in
terms of privacy and quality, and with the increasing
number of customers, companies are also sharing and
moving their existing infrastructure systems. Direct access
to both private and company information of customers by
unauthorized outsiders or direct cyber-attack threats to
infrastructures and systems may be possible if they are
among the preferred accounts. Companies' privacy
protection methods and mechanisms should be
compatible with all security solutions [17-20].

Data Privacy

From both an individual and corporate perspective,
privacy or confidentiality is a concept that is constantly
emphasized in all professions and private life, because it is
very important that information belonging to companies
or individuals remains confidential. Information about the
present or future plans for companies is more critical than
information about the past. On the other hand, people
you know may want to access your information on various
platforms. Companies should be able to manage the
privacy of personal identifiers very well and manage them
in compliance with appropriate standards, policies, laws,
systems and various mechanisms and develop practices
[1,16-19]. Attackers should be prevented from accessing
important data by monitoring users' movements in the
system. The private data of individuals should be
prevented from leaking out and keyword search or access
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control should be provided; users should use multiple
filing methods to protect their data and create indexes by
specifying keywords for these files. They should also
encrypt both indexes and files to ensure the
confidentiality of the indexes and the files containing the
data. The keywords created by the users are passed
through the security steps determined by the server
systems to check whether they match the passwords of
the files or directories. If the files match on the server side
according to the incoming information, the files are sorted
on the user side. The user accesses his/her files with the
keyword he/she sets.

Identity Privacy

With companies all over the world conducting their
transactions through various platforms, the confidentiality of
information about the company and its employees over the
internet, or individually, the confidentiality of information
entered through media tools is of great importance today. In
some shopping centers, if you plan to buy products for the
first time, many personal information is requested for cash
or credit card payments, including identity information. For
this reason, one of the most important issues that can be
encountered today about data protection and data security
is that when you enter any system, download an application
or, for the simplest example, when you say "can you tell me
a code sent to your phone while shopping", the third party or
persons are given permission to access the data directly,
because the Clarification or Consent texts are accepted,
individuals unknowingly approve the processing of their data
and access to their data. Since the system or devices where
the information is entered constitute the source, it is
necessary to create the necessary security solutions against
situations such as forgery of credentials or theft of personal
information.

Conclusion

When today is called the data age, it can be said that the
users-beneficiaries of Internet technologies are humans in
the first place and artificial intelligence and machines in the
second place. During the transfer of data from one server to
another, access control may not be ensured and unwanted
situations may occur. As internet service provider systems
become more complex or the entire business sector
manages its business over the internet, more and more
people use the internet for various reasons, and the whole
world is connected to each other over the internet, the
security, provision, retention, organization, analysis or
prediction of data and data ethics will become more difficult,
and protecting the privacy of individuals will continue to
become more and more difficult. Data on the hardware
devices used can be altered, deleted, accessed by malware
or individuals and manipulated to their own benefit. All these
reasons necessitate the creation of an Internet Constitution.
In this article, the security, integrity, confidentiality and
access of data and data ethics, which are among the issues
that are frequently emphasized today, are discussed.
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