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Saldirganlarin Géziinden: Uluslararasi iliskilerde Siber Giivenlik Stratejilerinin
Kapsamh Bir Analizi
Oz

Teknolojinin diplomatik etkilesimlerin temelini olusturdugu bu birbirine bagl kiiresel ortam-
da, siber saldirganlarin karmagik metodolojilerini anlamak son derece 6énemli hale geldi. Bu
calisma, diinya capindaki siber giivenligin temellerini derinlemesine inceliyor ve saldirilari
diizenleyenlerin bakis acisindan saldir1 taktiklerinin arastirilmasini igeren benzersiz bir bakis
acis1 sunuyor. Disiplinlerarasi bir metodoloji kullanan arastirma, bu dijital saldirganlarin tes-
viklerini, stratejilerini ve isteklerini ¢6zmek i¢in vaka calismalarini, uzman yaymlarini ve
tehdit istihbarat1 analizini birlestiriyor. Arastirma, Stuxnet olay1 gibi tarihi olaylar1 yakin-
dan inceleyerek, saldirgan siber faaliyetlerin evrimini ve bunlarin uluslararas: iligkiler al-
anindaki sonuglarini ortaya koyuyor. Saldir1 yollari, teknikleri ve saldirganlar1 yonlendiren
motivasyonlarin kapsamli bir degerlendirmesiyle bu analiz, siber giivenlik, kiiresel politika
ve uluslarin istikrar1 arasindaki karmasik etkilesimi giin 15181mna cikariyor. Siber tehditlerde
ortaya ¢ikan egilimleri dngorerek ve bdlgesel perspektifleri derinlemesine inceleyerek bu
calisma, ufukta goriinen zorluklar ve olasiliklar hakkinda ileri odakli bir bakis agis1 sunuyor.
Sonugta bu aragtirma, saldirgan siber taktiklerin karmasik alaninda gezinmek ve uluslararasi
iligkilerin gelecekteki manzarasinin korunmasini saglamak i¢in uluslararasi igbirligine, ye-
nilikei politika gelistirmeye ve proaktif 6nlemlere yonelik acil gereksinimi vurgulamaktadir.

Anahtar Kelimeler: Siber giivenlik, Uluslararasi Mliskiler, Stuxnet, Saldirgan Siber Faali-
yetler, Siber Saldirganlar

Through the Eyes of Attackers: A Comprehensive Analysis of Cybersecurity Strategies
in International Relations
Abstract

In this interconnected global landscape, where technology forms the foundation of diplomatic
interactions, understanding the complicated methodologies of cyber attackers has become of
utmost importance. This study delves into the core of worldwide cybersecurity, introducing a
unique viewpoint that involves an exploration of offensive tactics from the vantage point of
those orchestrating attacks. Employing an interdisciplinary methodology, the research amal-
gamates case studies, expert publications, and the analysis of threat intelligence to decode
the incentives, strategies, and aspirations of these digital assailants. By closely examining
historical events like the Stuxnet incident, the investigation reveals the evolution of offensive
cyber activities and their consequences in the international relations field. Through a compre-
hensive assessment of attack avenues, techniques, and the motivations driving attackers, this
analysis brings to light the complicated interaction between cybersecurity, global politics,
and the stability of nations. By anticipating emerging trends in cyber threats and delving
into regional perspectives, this study offers a forward-focused outlook on the challenges and
possibilities that lie on the horizon. the preservation of the future landscape of international
relations.

Key Words: Cybersecurity, International Relations, Stuxnet, Offensive Cyber Activities,
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Introduction

In an age characterized by unparalleled technological interconnectivity, the land-
scape of global interactions within international relations has undergone a profound
transformation. This transformation has introduced novel avenues for diplomacy,
trade, and collaboration, yet it has not been without its associated trials. The emer-
gence of cyber threats and attacks has introduced a multifaceted layer of intricacy to
the global arena, reshaping the dynamics of power, security, and the art of statecraft.
As both nations and non-state actors leverage the digital domain to advance their ob-
jectives, comprehending the underpinning strategies and motivations driving these
offensive cyber maneuvers becomes an imperative of the highest order (Buchanan,
2016). Relatively, in the complicated tapestry of international relations, cyberse-
curity has emerged as an indispensable cornerstone, exerting influence over state
behavior and shaping the contours of diplomatic interactions. Digital infrastructure,
beyond facilitating economic prosperity, empowers governments to engage with
their counterparts across the spectrum of topics, from diplomacy to defense. How-
ever, this very interwoven connectivity has rendered nations susceptible to cyberat-
tacks that traverse geographical borders with ease. The potential to disrupt essential
infrastructure, pilfer sensitive data, and manipulate public perception through cyber
means reverberates with far-reaching implications for both national security and
global equilibrium.Furthermore, the swift evolution of cyber threats and attacks has
cast an air of uncertainty over the global stage. No longer restricted to the confines
of espionage or hacktivism, cyber operations have broadened to encompass a diverse
array of motivations, spanning economic gains and political influence to ideological
assertion and even military advantage. These attacks transcend conventional notions
of conflict, surpassing established norms of engagement and deterrence, especially
in a domain where attributing actions can prove elusive and the repercussions dev-
astating.

Hence, this study embarks on an exhaustive exploration into the core of international
cybersecurity, employing an innovative perspective: the investigation of offensive
strategies from the vantage point of the attackers themselves. The aim is to delve
deep into the motivations, tactics, and objectives that impel cyber attackers to or-
chestrate their activities within the cyber domain. By unraveling the complicated
threads that compose these strategies, the intent of this study is to gain a profound
comprehension of their implications for the complicated web of international rela-
tions. Drawing upon a multidisciplinary approach, encompassing historical scrutiny,
expert perspectives, and analysis of threat intelligence, the objective is to furnish
a comprehensive evaluation of the perspectives held by these cyber aggressors.
Through this complicated examination, the paper strive to illuminate the complicated
interplay of cybersecurity, geopolitics, and the stability of the global order.
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Ultimately, this effort contributes to the broader dialogue concerning the safeguard-
ing of the future of international relations within an era characterized by unyielding
digital advancement.

Theoretical Framework: Cybersecurity Dilemma and Offensive Strategies

The complicated landscape of global interactions within the digital era is marked by
a complex interplay among technology, power dynamics, and security imperatives.
The integration of computers and information technology into defense tactics has
led to the emergence of several enhancers of military capabilities, such as C412SR
Systems, Information Operations, and Network Centric Warfare (Sharma, 2010).
Central to this complicated dynamic is the cybersecurity dilemma-a conceptual
framework that elucidates the complicated balance between defensive measures and
the deployment of offensive capabilities in the cyberspace realm.

The essence of the cybersecurity dilemma encapsulates a paradoxical scenario
wherein nations, driven by the necessity to protect their national interests, invest in
both the fortification of their defensive cyber capabilities to safeguard their networks
and the acquisition of offensive cyber tools to project influence and power (Andress
& Winterfeld, 2013). However, as efforts to bolster defensive mechanisms intensify,
an unintended consequence materializes a potential amplification of insecurity per-
ceptions among other global actors. The enhancement of cyber defense mechanisms
can inadvertently be construed as preparatory measures for impending offensive
actions. This situation instigates a cycle of mistrust, fostering an environment con-
ducive to escalation. The cybersecurity dilemma assumes particular significance in
an era where technological vulnerabilities are widespread, and the ramifications of
cyberattacks resonate beyond traditional territorial boundaries, transcending estab-
lished concepts of sovereignty (Betz, 2017).

Buchanan, (2016) asserts that, nations employ cyber intrusions as a means to pro-
actively forge offensive strategies against other nations long before the necessity
arises. Countries adapt their operational conduct to align with their overarching stra-
tegic objectives. Decision-makers mold their stance on network intrusions based on
the practical aspects of execution. In the pursuit of offensive capabilities, nations are
strongly motivated to initiate their activities well in advance, anticipating their future
demand. This inclination is rooted in the distinctive attributes inherent in the process
of conducting network intrusions. The impetus behind these operational pursuits en-
genders the primary element of the cybersecurity dilemma, propelling nations to cul-
tivate menacing capabilities preemptively, even before their apparent need emerges.
The utilization of offensive cyber strategies has emerged as a potent instrument with-
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in the arsenal of both state entities and non-state actors. Unlike conventional mili-
tary engagements, offensive cyber operations can be executed covertly, affording an
element of plausible deniability (Sigholm, 2013). The spectrum of these strategies
spans from acts of disruption that compromise the integrity of critical infrastruc-
ture to espionage endeavors that aim to surreptitiously access sensitive information.
Offensive cyber capabilities blur the conventional distinctions between traditional
warfare and intelligence operations, introducing an entirely novel dimension of con-
flict where conventional norms of engagement may no longer be applicable (Lucas,
2017). Furthermore, the introduction of offensive cyber operations challenges estab-
lished norms and engenders instability within the realm of international relations,
as attributing responsibility for these attacks remains a complicated endeavor, often
shrouded in ambiguity.

Comprehending the motivations and strategies of cyber assailants necessitates a
deeper dive beyond mere technological aspects, beckoning an exploration into the
domains of geopolitics, economics, ideology, and security concerns (Nordstrom &
Carlson, 2014). Attackers-whether backed by state apparatuses or hacktivist col-
lectives-operate within a multifaceted terrain where their actions are molded by a
diverse spectrum of factors. The theoretical framework for grasping attackers’ view-
points rests upon the acknowledgment that their objectives are frequently interwo-
ven with broader geopolitical aspirations, regional power dynamics, and the pursuit
of strategic advantages. Through this lens, this paper unravel the complicated tap-
estry of offensive cyber strategies, thus forming a more holistic understanding of
their intentions and the consequences they bring to the multifaceted framework of
international relations.This notion stands as the basis upon which the examination of
cybersecurity strategies through the lens of attackers is erected. By assimilating the
tenets of the cybersecurity dilemma, probing the intricacies of offensive strategies,
and contemplating attackers’ motivations, this paper delves into the journey that
reveals the complicated interactions between cybersecurity and the elaborate fabric
of international relations.

Methodology

Grasping the perspectives of cyber attackers demands a multidisciplinary perspec-
tive. The realms of cybersecurity and international relations are complicatedly inter-
woven, intermingling technological, political, economic, and sociocultural elements.
An interdisciplinary approach acknowledges this complicated fabric, ensuring that
the motivations driving attackers are not limited to a singular domain. By merging
insights from various disciplines, the study endeavors to encompass the comprehen-
sive spectrum of forces shaping offensive cyber strategies.The research methodol-
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ogy adopted encompasses a variety of techniques, including scrutinizing case stud-
ies, conducting expert publication reviews, and meticulously analyzing data derived
from threat intelligence. The study is characterized by its comprehensive approach,
aiming to capture the complex aspects that steer and influence these cyber attack-
ers. By merging a diverse array of information analysis techniques, the research
endeavors to reconstruct the narratives underpinning these digital activities, provid-
ing insights that extend beyond the technical aspects into the realms of geopolitics,
ideology, and the dynamics of power.

Case studies serve as portals to the past, enabling a profound examination of pivotal
historical occurrences such as the Stuxnet attack. These case studies furnish context,
enabling the identification of patterns, motives, and tactics that inform the actions
of those orchestrating cyber-attacks. Expert publication reviews contributes a vital
qualitative dimension, drawing from the insights of professionals, researchers, and
policymakers immersed within the field. Their firsthand experiences offer a nuanced
perspective on the motivations of attackers, their strategic goals, and the broader im-
plications of their actions within the sphere of international relations. By examining
the tools, techniques, and procedures employed by attackers, the research gains an
understanding of the tactical subtleties that inform offensive cyber strategies.

Historical Examination: Stuxnet and its Ongoing Impact

At the core of this historical exploration stands the iconic narrative of Stuxnet - an
innovative portrayal of an offensive cyber operation that transcended the conven-
tional confines of conflict (Valeriano & Maness, 2015). In the year 2010, an Iranian
computer displayed unusual behavior by repeatedly restarting on its own, devoid of
any observable operator influence (Jasper, 2017). Specialists in cybersecurity closely
examined the machine and detected the presence of harmful code. Upon scrutinizing
this malicious code, they pinpointed several uncommon characteristics. The code
possessed the capability to self-propagate using innovative methods of transmis-
sion among computers. Its distinctiveness lay in its substantial size and advanced
intricacy, surpassing the usual standards. Its primary focus appeared to be industrial
control systems, demonstrating a high degree of precision in its targeting approach.
Subsequent inquiries eventually unveiled that the intent behind the code was to clan-
destinely undermine Iran’s nuclear initiative.

Dubbed “Stuxnet” by the detectives, the harmful code name was driven from par-
ticular files within its structure. As digital forensic analyses and leaked information
gradually surfaced, it became evident that the code probably formed part of a col-
laborative operation between the United States and Israel (Desouza et al., 2020).
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This cyberattack targeted the Iranian nuclear facility in Natanz and secretly disabled
about a thousand centrifuges that process nuclear materials. This disruption account-
ed for nearly twenty percent of all uranium-enriching devices employed by Iran.

Peering into the motivations that underpinned the Stuxnet attack reveals a tapestry
interwoven with considerations of geopolitics, security imperatives, and strategic
calculations (Moore, 2022). Fundamentally, the operation aimed to erode Iran’s nu-
clear ambitions, safeguarding regional stability and countering potential security
hazards. The Stuxnet attack, characterized by its unparalleled complexity and auda-
ciousness, forged new pathways within the realm of international relations (Healey
& Jervis, 2020). Its discovery brought to the forefront the potency of cyber abilities
in molding the equilibrium of power and influencing the behavior of states on a
global scale.Another element of the U.S.” emergency strategy in this circumstance
was seemingly called NITRO ZEUS. Just like Stuxnet, this undertaking aimed to
execute an additional cyber offensive on Iran, intending to generate a physical, or
kinetic, impact through the utilization of malicious computer code to incapacitate or
dismantle facilities (Buchanan, 2016). This kind of result was remarkably unusual
and extremely infrequent, even after Stuxnet had showcased the concept. What made
NITRO ZEUS even more exceptional was its extensive range of targets. Unlike
Stuxnet, which solely concentrated on the Iranian nuclear program, NITRO ZEUS
adopted a broader approach, encompassing transportation infrastructure, power
plants, and air defense systems across Iran (Sanger, 2018). Developers characterized
it as the most far-reaching coupled kinetic and cyber initiative ever formulated by the
United States, and likely the world.

The strategy required substantial unauthorized entry into Iranian systems. The U.S.
acquired this access thanks to the initiatives of numerous individuals from its mil-
itary and intelligence communities. Significant financial resources, in the order of
tens of millions of dollars, were allocated, leading to infiltration of key systems all
over Iran. To assure ongoing access, U.S. technicians kept up constant communica-
tion with their malicious code (Gartzke & Lindsay, 2015).

Moving beyond Stuxnet and NITRO ZEUS, the panorama of offensive cyber strate-
gies has continued to evolve, unveiling a sequence of ensuing events that cast light
on the evolving dynamics within this domain. The destructive NotPetya attack ,
for instance, targeted critical infrastructure, underscoring the capacity of cyber en-
deavors to precipitate cascading economic and political consequences. Intrusion
campaigns accredited to nation-states, such as APT29 and APT35 , underscore the
strategic complexity of offensive cyber actions, functioning as tools for gathering
intelligence, shaping political narratives, and employing coercion. These incidents
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collectively portray an advancing paradigm where cyber capabilities extend beyond
technical instruments, embracing an array of objectives within the realm of interna-
tional relations.

Exploring Attack Vectors and Techniques in the Cyber Arena

Embedded within the complicated fabric of international conflicts are an array of
attack vectors accessible to cyber operators, a collection as varied as it is potent
(Lindsay, 2013). Skillfully capitalizing on vulnerabilities, these attackers gain il-
licit entry through avenues that span from networks to individuals. These vectors
encompass supply chain attacks targeting trusted vendors and third-party software,
alongside waterhole attacks compromising websites frequented by specific target
demographics. Advanced persistent threats (APTs) emerge as another vector, charac-
terized by their stealthy and protracted nature, enabling attackers to operate covertly
for extended durations (Chakkaravarthy et al., 2019).

Amidst the spectrum of techniques, phishing assumes a central role - a duplicitous
approach enticing victims to disclose sensitive information via malicious emails
or websites (Mauro, 2022). Malware deployment, conversely, unleashes malicious
software’s potential to infiltrate systems, manipulate data, and disrupt operations.
Zero-day exploits capitalize on undiscovered vulnerabilities, granting attackers a
brief window to exploit weaknesses prior to patches being developed (Omolara et
al., 2022). Moreover, social engineering manipulates human psychology, exploiting
trust and vulnerabilities to attain unauthorized access (Fan et al., 2017). These tech-
niques, honed to a high degree of sophistication, mirror the complicated strategies
wielded by cyber aggressors in international conflicts. Furthermore, in the domain
of international conflicts, the notion of attribution gains paramount significance. To
veil their identities and deflect suspicion, cyber operators resort to leveraging cyber
proxies-intermediary entities conducting attacks on behalf of others. This tactic in-
troduces an additional layer of intricacy, muddling attribution endeavors. Similar-
ly, false-flag operations involve creating deceptive digital trails pointing toward a
source different from the actual attacker (Skopik & Pahi, 2020). Employing these
tactics with finesse, attackers complicate the task of accurately identifying the ori-
gins of cyber actions in international contexts.

Strategies of Persistence and Advance Planning in Cyber Operations
The execution of instructions, data transmission, and code processing all occur rap-

idly when it comes to cyber operations. However, there are numerous other steps that
can be far less immediate in nature. These encompass activities such as creating new
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tools, discovering a zero-day vulnerability and crafting an exploit, establishing entry
points into the target system, obtaining political and legal approval, navigating the
network, and setting up command and control mechanisms (Kennedy et al., 2011).

When combined, these delays result in the extended timeframes required for some
intricate operations, such as the case of Stuxnet, which took years to be fully execut-
ed. Despite the perception of cyber operations as highly technological, the signifi-
cant number of personnel employed by military and intelligence agencies reveals an
unexpected reality: these operations are fundamentally human-driven and consist of
several components that operate at a human-paced tempo (Buchanan, 2016). Seen
from this perspective, cyber operations appear less as flashy, instantaneous solutions
and more akin to other military and intelligence endeavors. They demand discipline,
time, skilled personnel, patience, meticulous advanced planning, and well-crafted
tools. Therefore, states cannot afford to delay building their capabilities or initiating
their infiltrations until a crisis emerges.

As cyber intruders advance through the initial stages of an operation, they utilize
diverse methods to maintain continuous access, even if the operation encounters
difficulties later on (Chen et al., 2022). By doing this, attackers complicate efforts by
defenders to exterminate them and build a path for future operations. This dynam-
ic exacerbates the cybersecurity conundrum by giving states additional reason to
launch early attacks. The potential worth of their presence in a foreign network rises
over time if it is likely to last. Achieving persistence can be approached through var-
ious means. Intruders often modify compromised systems to facilitate easier access
in the future, avoiding the need to breach the system anew (Hutchins, 2011). These
adjustments are typically concealed so well that network defenders are not likely to
stumble upon them accidentally.

An illustrative instance of this type of operation is the “Athens Affair ,” a significant
surveillance operation carried out around 2004-2005 (Bamford, 2016). In this case,
likely involving the NSA, an authentication system was altered to execute a com-
mand from the user, then six consecutive spaces with higher privileges. This alter-
ation streamlined the process and provided an easier route for future access.

An alternative strategy for achieving persistence involves using previously com-
promised machines to perform a similar role. It is a logical outcome that attackers
commonly focus on an assortment of computers and servers as they progress toward
their final objective (Carr, 2012). These intermediate steps can act as backup posi-
tions as long as they maintain control, frequently by utilizing malicious code. Even if
defenses are successful in stopping intruders at their intended goal, they can readily
return to earlier phases. This situation occurred in a 2011 breach that was directed

48



at the US Chamber of Commerce. Despite collaborating with the FBI to eliminate
the intruders from their network, the organization later discovered that devices like
a corporate apartment thermostat and an office printer, which was connected to the
internet, continued to communicate with computers in China. A similar situation first
appeared in the Duqu 2 operation, which involved infecting the targeted network’s
machines again and again as needed (Makhdoom, 2018).

Infiltrators can go deeper into the layers of software that support the operation of
computers and servers as an alternative method for creating persistence, which is
closely comparable but maybe even more effective. While the majority of intrusions
happen at the surface level by taking advantage of flaws in frequently used programs
or those applications’ underlying operating systems, it is possible for malicious code
to penetrate more obscure components of computer systems. There is evidence of
a concerted attempt made by a group called “Persistence Division,” as detailed in
NSA documents, which engages in such operations across a broad spectrum of tech-
nologies. They focus on the software beneath the operating system, often referred
to as BIOS, to create a deeply inserted presence inside a network. Although these
attacks are less discussed, vulnerabilities in this area are well-established. The NSA
seems to have developed such capabilities against Dell computers and potentially
other manufacturers since at least 2007. This level of infiltration makes it difficult to
remove malicious code, as conventional detection tools struggle to identify such a
low-level presence.

Similarly, attackers can achieve persistence by targeting the low-level software
governing individual hardware components, known as firmware (Chevalier, 2017,
December). This code largely evades the computer’s operating system and is hard
to access. Therefore, if intruders succeed in establishing this kind of presence, it
becomes nearly impossible to eradicate. Even wiping a hard drive targeted in this
manner and reinstalling the operating system will not eliminate the malicious code,
as it resides in the firmware and will re-infect the computer. Attackers with access to
firmware gain elevated privileges, making it easier to decrypt communications and
enabling exploitation or attacks on the device (Alladi, 2020). This pursuit of per-
sistence is sometimes termed “the race to the bare metal” of the machine by cyberse-
curity experts. Research by Kaspersky Lab strongly indicates that the United States
has developed methods for this technique across hard drives from major manufac-
turers worldwide. A leading researcher from Kaspersky praised the American imple-
mentation, labeling it as the “ultimate persistence mechanism” with an unparalleled
ability to resist removal.The convergence of delayed action, lack of momentum, and
the potential for persistence gives rise to a fourth overarching point: intruders can
preplan operational steps. Just as states can initiate cyber intrusions in advance, at-

49



tackers can begin components of operations that contribute to future capabilities. By
starting preparations ahead of time, states can address time-consuming tasks, benefit
from economies of scale by sharing responsibilities across operations, and establish
procedures for optimal outcomes. Some aspects of the network intrusion model are
particularly amenable to advance preparation, with development being particularly
prominent. While some cyber operations, like Stuxnet, focus on unique targets, the
majority do not. For almost every type of software, from operating systems and
mobile phones to internet browsers and word processing suites, there are dominant
players in the market. As a result, states are incentivized to identify and develop ex-
ploits against these systems long before they are needed. This includes creating the
necessary tools to execute desired actions within the network, such as stealing files,
recording keystrokes, or wiping machines.

Significant evidence indicates that states with substantial cyber operation resourc-
es already engage in this practice. The United States, for example, has allocated
millions of dollars to contract firms that supply zero-day exploits. American au-
thorities have openly acknowledged using these vulnerabilities for law enforcement
and intelligence purposes. Certain NSA systems appear to draw from a prepared
repository of exploits, selecting the most suitable one for a given target. The UK
also prepares exploits for future use. Given the reported financial incentives for ex-
ploit brokers-such as the NSA’s payment of over $25 million in one year to a single
French company for access to zero days, and leaked emails suggesting that highly
sought-after zero-day vulnerabilities command prices upwards of half a million dol-
lars-the zero-day market appears to be active.

Intruders can also preplan significant portions of their operations and share progress
across different endeavors to enhance efficiency in terms of speed and costs. For
example, security researchers discovered that diverse intrusions targeting various
targets relied on many of the same tools, streamlining the intruders’ activities. This
effect was compared to a digital “quartermaster,” optimizing the supply chain so that
operators can focus on their tasks. Similarly, key segments of malicious code are
shared across multiple cyber operations conducted by the United States and its allies
(ROOM, 2021). Although the purposes of these operations differ, four operations
likely originating from the United States and/or Israel feature shared modules and
core functionality. The preexistence of these modules accelerates the preparation and
deployment of new operations using them, both by reducing development time and
minimizing the need to train operators on new systems.

A crucial factor that enables effective scalability in computing is the reuse of code
and interfaces. This principle applies equally to intruders. Furthermore, the infra-
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structure used for launching operations can be positioned in advance and reused
for operational tasks. A notable instance of this is APT30, a long-standing cyber
espionage group that employed identical infrastructure and tools across numerous
operations (Wardle, 2021). This infrastructure serves as the conduit through which
operators send commands to malicious code, receive data, and coordinate the op-
eration within the target network. Intruders typically avoid associating themselves
with machines they directly own, preferring to use previously compromised comput-
ers or web presences registered under plausible pretenses (Buchanan, 2016). While
both state and non-state actors can acquire such infrastructure, doing so before a
cyber-operation can significantly save time. Documents from the Canadian signals
intelligence agency suggest ongoing efforts to acquire new Operational Relay Box-
es in non-5-Eyes countries to enhance plausible deniability when these computers
serve as midpoint infrastructure in operations. As always, intruders seek operational
options well in advance of when they are needed.

Impacts on International Relations: Transforming the Global Landscape

Offensive cyber operations possess the capacity to reconfigure the very foundations
of international relations. By challenging established norms, Cyber-attacks blur the
boundaries between warfare and espionage, disrupting traditional perceptions of
conflict (Taddeo, 2012). Trust between nations erodes swiftly as attributing cyber-
attacks often involves complicated and contentious processes. This erosion incites
cycles of suspicion, thereby undermining diplomatic avenues and destabilizing glob-
al stability.Furthermore, the landscape of cyber conflicts is fraught with threats of
extreme escalation. The interconnectedness of critical infrastructure renders societ-
ies vulnerable to cascading repercussions. A solitary cyber incident may potentially
snowball into a full-fledged crisis, yielding potentially disastrous consequences for
economies, infrastructures, and even human lives.

The complicated interplay of technological vulnerabilities, challenges in attribution,
and strategic calculations compound the complexity of these risks (Lindsay, 2014).
Mitigating the amplification of tensions within the cyber realm necessitates the
strategic implementation of deterrence mechanisms. The establishment of credible
frameworks for cyber deterrence can discourage prospective attackers, cultivating
restraint and nurturing stability (Soesanto & Smeets, 2021). Equally imperative is
the precision in attributing cyber activities to their origins, a task loaded with com-
plexity yet essential for accountability and effective response.Collaboration, span-
ning both regional and global levels, emerges as a potent instrument for managing
cyber conflicts.
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Collaborative efforts can lay the groundwork for shared norms, intensify the sharing
of threat intelligence, and facilitate synchronized reactions to cyber incidents. The
proactive exchange of information, technical proficiency, and best practices can de-
fuse tensions, discourage potential attackers, and heighten the overall resilience of
the international community (Brundage, 2018).

Conclusion

The intersection of technology and global politics mandates vigilance, adaptabili-
ty, and a proactive approach to confront the forthcoming challenges of the digital
era. Relatively, countries desiring the potential for future cyber operations must take
proactive measures to enable such activities. This involves actions such as build-
ing capabilities and training cyber personnel. While these actions could be seen as
threatening if discovered, much like the buildup of military or intelligence capabili-
ties, they can trigger feelings of insecurity in other nations due to the concept of the
security dilemma (Dunn Cavelty, 2014).

In the realm of cyber operations, this dynamic is heightened due to the rapid pace
of cyber activities, the gradual progression through operational stages, the persistent
nature of actions, and the possibility of advanced preparation. As a result, nations
are compelled to engage not only in planning and building capabilities but also in
intrusion and acquiring access to networks (Buchanan, 2016). These preparations
often extend beyond their own borders and involve infiltrating the networks of other
entities, thus advancing the development of targeted malicious software. Such tasks
might become impractical once a conflict begins. In general, it is wiser to develop
contingency capabilities even if they are not immediately needed, rather than finding
oneself in need but lacking the means to execute.

When a nation identifies another country’s efforts to enhance cyber capabilities, it
faces a challenge of interpretation. The intruding country might be getting ready for
an imminent attack, or it could simply be bolstering contingency options, a common
practice among advanced nations, without any malicious intent (Libicki, 2012). The
nation experiencing the intrusion has to decide between these possibilities, despite
having incomplete information, and formulate a response. If the analysis concludes
with the misinterpretation of contingency capabilities, the concept of the cybersecu-
rity dilemma surface. Throughout history, contingency plans have often been prone
to misunderstandings, as seen in various security dilemma scenarios.

This voyage has shed light on an array of insights that converge to shape the con-
tours of international relations in the digital epoch. However, the exploration of the
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cybersecurity dilemma doesn’t necessarily need to end here. The first aspect alone is
enough to reveal certain ways in which unintentional escalation could occur in cyber
operations. A clear call emerges for an ongoing commitment to vigilance, collabo-
ration, and the continuous evolution of policies to adeptly navigate the complicated
intricacies woven into offensive cyber operations.

The examination conducted throughout these pages has unraveled the motives, tac-
tics, and objectives that propel actors in the cyber domain. The complexities of the
cybersecurity paradox, where the coexistence of defensive measures and offensive
capacities creates a delicate equilibrium that has the potential to foster instability and
skepticism (Kello, 2013). The examination of historical occurrences, exemplified
by the Stuxnet incident, has underscored the transformative capacity of offensive
cyber tactics, reforming the dynamics of global power and employing influence over
diplomatic actions.

This study does not conclude here; it rather marks the commencement of a collective
endeavor. The importance of ongoing research cannot be overstated, as the cyber
domain evolves in parallel with technological progress. Cooperation among nations,
experts, and organizations remains pivotal in nurturing understanding, sharing infor-
mation, and shaping common norms aimed at preventing the escalation of conflicts.
Furthermore, policy development emerges as an essential cornerstone in the pursuit
of harmonizing security and stability. The formulation of attribution mechanisms,
ethical guidelines, and strategies for deterrence is crucial in cultivating a secure dig-
ital environment for nations and their citizens.
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